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Abstract

The nature of an open distributed environment provides a
resoundingly diverse yet potentially chaotic environment for
users. A great deal of research has focused on the manage-
ment of resources in such an environment and policy-based
management has emerged as one such promising solution.

In order to support large evolving enterprises we have
developed a policy model that is scalable, able to cope with
the extraordinarily high rate of change inherent in such
environments and recognises the efficiencies to be gained
from supporting trust within enterprise communities. To do
this we have developed a number of novel concepts includ-
ing, enterprise domain, policy space, policy authority, com-
pound actions and defences which are unique and central
to our approach.

Furthermore, our model supports dynamic roles, dy-
namic policies and dynamic conflict analysis. Prevailing
policy-based management models largely promote the static
definition and analysis of policy. We argue that although
these models are suitable for homogenous, largely static en-
vironments, they are too rigid to adequately represent large,
heterogeneous, evolving enterprise as the fluidity and com-
plexity of interactions occurring in such environments are
genuinely difficult and often impossible to pre-empt at the
time of policy specification and role assignment.

1 Introduction and Motivation

It is well understood that the increasing importance of
open distributed systems and the growing number of ser-
vices that utilise them has given rise to the need for effective
distributed systems management [24]. Furthermore, it has
also become increasingly difficult to build management sys-
tems that can cope with the increasing size and complexity
of current open distributed systems [25, 27].

The policy concept has been gaining wide acceptance as
a means for enforcing enterprise-specific procedures; how-
ever, currently there is no clear consensus within the re-
search community on what exactly defines a policy. The
Oxford English Dictionary defines policy as a “method or
principle of action adopted or proposed by an authorised
body” [20], the American Heritage Dictionary defines pol-
icy as “a general principle or plan that guides the actions
taken by a person or group” [18]. We believe that from the
enterprise perspective, policies can be defined as a “course
of action determined by an authorised entity for the purpose
of constraining the behaviour of communities in such a way
as to achieve the common enterprise objectives”.

The central premise of the policy-based management
model is that users do not have discretionary access to en-
terprise objects; instead permission to access enterprise ob-
jects and duty to perform assigned organisational obliga-
tions (policy) are associated with roles. Users can then be
assigned to roles as determined by their responsibilities and
qualifications.

The value of the policy-based management model lies in
its simplification of both the specification and enforcement
of enterprise-specific policies. Users are not assigned policy
to perform operations on an individual basis, but rather poli-
cies are associated with roles, of which, users become mem-
bers. As the enterprise evolves, role association with new
and modified operations can be established as well as redun-
dant operations deleted as organisational functions change.
This fundamental concept has the advantage of simplify-
ing the management of enterprise-level policy (widely ac-
knowledged as an arduous process involving considerable
recurring expense) [7], without the need to modify the un-
derlying access infrastructure.

To make evident the importance of managing enterprise-
level policies and the significance of policy-based models
as a means of achieving this, consider the outrageous, un-
constrained actions of Nicholas Leeson, whose fradulent
and reckless trading on the futures exchange resulted in a
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�
1.3 billion loss and the irretrievable financial collapse of

the worlds oldest bank, Barings PLC [1, 6]. Barings PLC,
valued at

�
500 million was sold the next day for

�
1 ster-

ling. The collapse of the Barings enterprise can be directly
attributed to the mismanagement of the time-honoured prin-
ciple of separation of duty. Leeson was able to run both the
financial derivatives trading operation as well as the back-
office functions where trades were settled, management at
Barings PLC should have recognised the conflict of inter-
est inherent in allowing the same person to make and settle
trades and implemented effective management procedures
to ensure against it. Such a conflict of interest can easily
be specified and enforced using an appropriate policy-based
management model.

Traditionally, policy-based management models have
considered that roles, their membership and the policies as-
signed to them are able to be determined statically in ad-
vance by the application designer. A role in this context
is a consistently specified collection of policies governing
the actions of a consistently specified collection of assigned
users. While such models would be useful in a variety of
essentially unvarying application environments they require
anticipation of potential behaviours, events and their likely
outcomes and therefore, lack the flexibility and responsive-
ness required of complex, open distributed enterprises.

Open distributed enterprises commonly exhibit certain
key characteristics, which are scalability, rate of change and
trust as defined below:

� Scalability. Due to the continually varying nature of
the market within which enterprise operates, it is im-
perative that systems be scalable. Scalability refers to
the ease with which a system can adapt to and accom-
modate increasingly complex requirements without the
need for substantial changes to system structure or ap-
plication algorithms.

Some factors which have a direct impact on the level
of scalability within distributed enterprise systems are,
increasing user base, evolving and escalating func-
tionality requirements, emerging distributed comput-
ing domains and heterogeneity of distributed comput-
ing domains.� Rate of Change. Evolving enterprises must be able to
cope with the extraordinarily high rate of change ubiq-
uitous in such environments. Including, merging dis-
tributed computing domains which often results in the
introduction of new services and a need for heteroge-
nous applications to co-operate.� Trust. Trust is essential for the efficient operation
of large, evolving enterprises. Communities within
an enterprise frequently recognise common organisa-
tional objectives and the members of those commu-

nities must typically exhibit a level of qualification,
experience and responsibility in order to be included
within the community. It is therefore reasonable that
we allow those members to operate with a degree of in-
dependence deemed appropriate to their level of quali-
fication and the nature of the actions they are perform-
ing in order to ensure efficient interactions within the
enterprise.

By ensuring support of the above key characteristics
of open distributed enterprise, we deliver a more flexible
model of policy-based management suited to large, evolv-
ing enterprises.

This paper begins by providing descriptions of the basic
concepts in our dynamic policy-based management model
in Section 2, followed a discussion of the use of hierachies
in our model to support scalability in Section 3. Section 4
describes our use of dynamism to support system evolution
and Section 5 discusses our use of optimistic measures to
support trust in open distributed environments. In finalis-
ing, Section 6 will discuss the related work in the area of
policy-based management and Section 7 is the conclusion
and discussion of further work.

2 Basic Concepts in our Model

The core components of our dynamic policy model, as
represented in the UML [19] diagram, Figure 1, (a partial
representation of our complete policy model), are policy,
policy authority, enterprise domain and policy space. In
our model, actions and entities are grouped together in
policy spaces and policy is then written to apply to the
actions and entities belonging the policy space. The policy
is then written and subject to the regulation of the assigned
policy authority and are commonly associated with roles
that are contained within the policy space.

2.1 Action Concept

An action is the process of performing an operation,
it represents the task or application being run. In current
policy-based management models, actions are atomic.
We argue that this is an inaccurate observation of reality,
where actions are commonly more complex (compound),
see Figure 2. Furthermore, the user initiating the action
may not, in fact, be capable of performing all associated
sub-actions.

For example, in Figure 3, the action Prosecute Citizen
cannot be completely fulfilled by the initator of the action,
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Figure 1. Core High-Level Components of the
Dynamic Policy Model.
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Figure 2. Compound Actions.

police officer. The sub-action of Interview Suspected
Criminal, for example, is a sub-action that can only be
fulfilled by a user acting in the role of detective, whereas
the root action to Prosecute Citizen was an action instigated
by a user acting in the role of police officer.

Furthermore, sub-actions may be conditional. For ex-
ample, in Figure 3 the actions of Search, Photograph and
Fingerprint must necessarily all be completed, whereas the
actions of Charge or Release are conditional upon the re-
sults of the action Interview Suspected Criminal.

2.2 Entity Concept

An entity is an object that we are interested in writing
policy about. Entities may be Users, Roles, Artefacts or
Organisations. Mechanisms for assigning policy to roles
are used, complemented by mechanisms for assigning users
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Figure 3. Example of a Compound Action.

or artefacts to roles. Policy is then assigned on the basis of
the roles that a user or artefact is a member of, where a role
can be considered to be a set of rights and duties usually
associated with a particular position within an organisation,
or a particular working activity. Thus, instead of specifying
access rights and obligations in terms of individual users or
artefacts, users or artefacts are simply assigned to roles as
appropriate and traditionally comply with the authorisations
and obligations of the roles to which they belong.

2.3 Policy Concept

The purpose of policy is to define or constrain the current
or future behaviour of a person or group to ensure that their
actions are aligned with the objectives of the enterprise.

Initially, policies are specified at an enterprise-level and
represent statements about the organisations requirements
and goals, see Figure 4. These statements are usually spec-
ified in some abstract natural language (eg. structured en-
glish) and are then refined into more concrete statements
about organisational behaviour or policy.

Policy is widely considered in the literature to define per-
missions, prohibitions and obligations [2, 3, 4, 14, 21], and
can be described as follows:� Permission is “the action of permitting or giving leave;

allowance; liberty or a licence granted to do some-
thing” [23].� Prohibition is “an unambiguous statement or rule, reg-
ulating prohibited behaviour in a system” [20].� Obligation is “an agreement, enforceable by law,
whereby a person or persons become bound to a partic-
ular action or performance of some duty by a contract
containing such an agreement” [20].
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Figure 4. Policy Refinement.

2.4 Enterprise Domain Concept

An enterprise domain is an enterprise-level classification
of all the entities within the organisation. As such, it is typi-
cally, but not always, a hierarchical division of departments,
faculties, teams etc and is a convenient means by which we
can enumerate objects under common authority.

2.5 Policy Space Concept

The purpose of identifying a policy space is to combine
all of the entities and actions about which we are inter-
ested in writing and applying policy. A policy space
is generally a declarative statement or description of the
entities and actions about which policy will be written.
For example, in Figure 5, policy can be written about
University Parents, who will not be obliged to work past
6.30pm, due to child-care responsibilities. The concept of
policy space is represented in Figure 6.

Policy Space

(Department of Computer Science)
Enterprise Domain

(University Parents)

(Department of Biology)
Enterprise Domain

Academic AcademicAdminAdmin

Figure 5. Example of Policy Spaces.
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Figure 6. Representation of Policy Spaces.

2.6 Policy Authority Concept

In our model, policy authorities are assigned to both En-
terprise Domains and Policy Spaces. An Enterprise Do-
main Authority is the assigned owner of resources within
that Enterprise Domain, whereas a Policy Space Authority
is one which may write policy regarding the entities and ac-
tions contained within the Policy Space, see Figure 1. The
concept of policy authority is clearly useful in the situation
where applicable policies are in conflict.

3 Hierarchies to Support Scalability

In order to support scalable enterprise management we
have developed a policy-based management model that ex-
tends the definition of policy domain from one which is
defined in accepted literature as an “hierarchical grouping
of objects within a system for the purpose of collectively
specifying management policy” [3, 26] to one more sup-
portive of co-operation between distributed computing do-
mains, through the introduction of enterprise domains and
policy spaces.

In our model, enterprise domains may be independent
of each other, co-operating (as peers) or dependent on a se-
nior domain, see Section 3.1. We believe this more real-
istically reflects the type of relationships domains typically
have with each other in large, open distributed enterprise.

In addition we also define the concept of a policy space.
A policy space is a collection of users and entities to which
we are interested in applying policy. We define a policy
space as distinct from an enterprise domain as the grouping



of actions and entities to which we would like to apply pol-
icy will frequently span enterprise domain hierarchies and
will not always reflect the natural grouping of actions and
entities as determined by the enterprise domain structure,
see Section 3.2.

Finally, in support of scalable enterprise management,
we establish the notion of compound actions. Compound
actions are a recognition of the fact that actions are not sim-
ply references to atomic operations, but are commonly com-
prised of several related sub-actions, which may themselves
belong to disparate policy spaces under the control of dif-
ferent authorities, see Section 2.1. Compound actions are
commonly represented as a hierarchy of related sub-actions.

3.1 Enterprise Domain

Enterprise Domains can be one of several types, de-
scribed as follows:� The top-level or root domain is used as an absolute

reference point for the domain hierarchy.� An independent domain is one that is subject to in-
dependent seniority, but is recognised as an associate
of the domain specified by the root. Independent
Enterprise Domains may be disjoint of each other,
see Figure 7, or they may share common entities, see
Figure 8.

Enterprise Domain YEnterprise Domain X

Authority (Enterprise Domain X) Authority (Enterprise Domain Y)

Figure 7. Independent Enterprise Domain
Types - No Shared Entities.

� A senior domain is one which is recognised as the su-
perior domain of a specified sub-domain or dependent
domain, see Figure 9.

� Dependent domains or sub-domains are those subject
to the policies of its senior domain, see Figure 9.

Authority (Enterprise Domain Y)Authority (Enterprise Domain X)

Enterprise Domain YEnterprise Domain X

X

Figure 8. Independent Enterprise Domain
Types - Shared Entities.
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Enterprise Domain X Enterprise Domain Y

Enterprise Domain Z

Figure 9. Senior/Dependent Enterprise Do-
main Types.

� domains may also be co-operating. Co-operating
domains do not recognise seniority in each other, but
have vested interest the other party in order to perform
some business function, see Figure 10 .

X

Enterprise Domain X Enterprise Domain Y

Authority (Enterprise Domain X) Authority (Enterprise Domain Y)

\^]`_a]1bdcfe gih j ]Kkmldnie c`c1opc1kdh

Figure 10. Co-operating Enterprise Domain
Types.



This classification provides an elegant division of actions
and entities which not only aids in the management of open
distributed systems, but is also pivotal to the analysis and
resolution of policy and role conflict.

3.2 Policy Space

A policy space may contain actions and entities that
belong to a single Enterprise Domain intra-domain or may
contain actions and entities that belong to many Enterprise
Domains inter-domain. For example, Figure 11 contains
the intra-domain Policy Space [PS1] and the inter-domain
Policy Space [PS2]. All Policy Spaces will have a single
assigned Policy Space Authority. Only the Policy Space
Authority is able to write policy related to the entities and
actions within the Policy Space.

Minister for Indigenous Affairs

Policy Space (PS1) : CDEP Aboriginal
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Figure 11. Representation of Intra-Domain and
Inter-Domain Policy Spaces within the Aus-
tralian Department of Indigenous Affairs.

3.3 Policy Authority

In the case of intra-domain Policy Spaces, for example,
[PS1] in Figure 11, the Enterprise Domain Authority be-
comes the Authority of the Policy Space. Inter-domain Pol-
icy Spaces, for example, [PS2] in Figure 11, however, are
somewhat more complex in that these Policy Spaces com-
bine entities and actions belonging to a number of separate
Policy Domains under control of possibly more than one
Enterprise Domain Authority.

To further illustrate this idea, take for example, Figure
12, if the Enterprise Domain Authority (X) � Enterprise
Domain Authority (Y) it follows that there is one clear
choice for the Policy Space Authority (Z). If, however, the
Enterprise Domain Authority (X) �� Enterprise Domain

Authority (Y), then the Policy Space Authority would
generally be negotiated as a federated agreement between
the participating Policy Domain Authorities (usually
involving an examination of each Authorities position in
the Enterprise Domain hierarchy), see Section 3.1.

Policy Domain X

Entity x2

Entity y4

Entity y2

Entity y7

Action y5

Policy Domain Y

Action x1

Policy Space Z

Action y3

Action x6

Entity x3
Action x5

Figure 12. Representation of Inter-Domain
Policy Spaces.

3.4 Role Profile

In current literature [2, 4, 7, 13, 21, 26], a user is as-
signed a set of roles, however, it is unclear as to how the
user relates to these roles. In our model we associate each
user with a role profile. A role profile describes how roles
are related for each individual user and is generally hier-
archical in composition. This organisation of roles clearly
shows which roles are more senior for this particular indi-
vidual and which roles will therefore take precedence in the
event of conflict. The role profile classifies roles in the same
way as we classify enterprise domains, see Section 3.1.

4 Dynamism to Support Evolution

In order to support an evolving enterprise it is necessary
to allow users to adapt to changing circumstances and or-
ganisational responsibilities and to make use of new ser-
vices as they are introduced. Our model will allow users to
acquire roles both at compile-time, static roles and at run-
time, dynamic roles, see Section 4.1 and under certain cir-
cumstances allow users to more flexibly relate to their as-
signed policies at run-time, dynamic policies, see Section
4.2.

To this end, we define a dynamic policy-based manage-
ment model aimed at supporting the following:



� Dynamic Policy Definition, allowing applications to
interwork with both existing services and with new
services as they are introduced (co-operation of appli-
cations). This will be realised through the support of
policy that contains reference to run-time environment
and through allowing users to dynamically modify pol-
icy under certain circumstances.� Dynamic Role Definition, allowing users to adapt to
changing circumstances and organisational responsi-
bilities by enabling them to dynamically modify their
role memberships.� Dynamic Conflict Analysis, involves a process of both
conflict detection and conflict resolution. Dynamic
conflict analysis is required when policies or roles are
introduced or modified (as a result of allowing applica-
tions to interwork with discovered resources and users
to adapt to changing responsibilities and unforeseen
circumstances).

Run-time conflict detection will determine if the new
policy or role has caused a conflict with existing poli-
cies or roles and conflict resolution are defined tech-
niques which will be used to determine a course of ac-
tion in the event of conflict detection.

Role and policy-based management implies support for
dynamic roles, dynamic policies and consequently, the dy-
namic conflict analysis of both policies and roles. This sec-
tion characterises requirements for dynamic roles, policies
and conflict analysis.

4.1 Dynamic Role Support

As mentioned, roles may be assigned either statically (at
compile-time) or acquired dynamically (at run-time). We
have seen that static roles are sufficient in many circum-
stances as they provide a conceptual model for associating
policies to users that can be efficiently implemented on top
of common access control mechanisms [4]. However, tradi-
tional static roles do have limitations, as commented on in
the literature [17],

“There is a potential problem in systems which
support the definition of social roles: “prema-
ture” definitions of these roles could lead to un-
desirable consequences.

For example, it is not always clear at the outset
of a project who is going to make a “significant
contribution” and therefore who should get [the]
authorship [role]. But if authorship is defined at
the outset, then it may reduce the motivation of
someone who has been defined as a “non-author”
and the person may not contribute as much.”

Supporting dynamic roles recognises that organisational
circumstances are continually changing and user responsi-
bilities within the organisation are continually revised. This
requires an ability to modify existing role associations at
run-time with respect to the current situation and therefore
we propose a dynamic role definition model supporting the
following:

- acquire new or unassigned roles at run-time (required
when a users roles and/or responsibilities in an organ-
isation have changed), using predicates that will be
evaluated at run-time.

- dismiss or delegate assigned roles at run-time.

4.2 Dynamic Policy Support

In conventional static policy environments it is very dif-
ficult for applications to interwork with new services as they
are introduced and for users to respond to events requir-
ing their immediate attention that have occurred outside the
scope of their assigned policies. We would like to support
a more dynamic policy environment that enables users to
more flexibly relate to their assigned policies under certain
defendable circumstances. This would involve the follow-
ing:

- policy containing references to run-time variables or
environment.

- policy able to be altered at run-time.

- ability to acquire new or unassigned policy at run-time.

- ability to dismiss assigned policy at run-time (particu-
larly, unfulfilled obligations).

Note that the ability to acquire new or unassigned policy
at run-time cannot be considered to be supported by the
provision of an ability to acquire new or unassigned roles at
run-time. This is because the acquisition of a complete role
as opposed to the acquisition of a single policy will often
represent an unjustified security hazard.

4.3 Dynamic Conflict Analysis Support

There is clearly little point in supporting dynamic roles
and policies without the subsequent support of dynamic
conflict analysis of role and policy statements. Dynamic
conflict analysis is considered to be a biphasic process of
conflict detection followed by conflict resolution. Specifi-
cally, the requirements of dynamic conflict analysis are:

- detection and resolution of incompatible co-existent
role assignments (which may be required to ensure the
user does not operate with a union of privileges ob-
tained from combining a number of roles, determined
to be incompatible).



- detection and resolution of incompatible co-existent
policies (which may be required when a user combines
roles, which themselves are deemed to be quite com-
patible, but contain policies which in co-existence are
in conflict).

Conflict analysis is a process that needs to occur both
statically and as a recurring process at run-time. Static con-
flict analysis (or compile-time analysis is performed when
policies and roles are initially specified) and is useful for
detecting conflict that has actually occurred, usually due
to role and/or policy specification error. Dynamic con-
flict analysis is useful for detecting conflict that occurs as
role membership and applicable policies are altered dynam-
ically, at run-time.

It is useful to make the distinction between static and
dynamic conflict analysis as the detection and resolution of
conflict can be computationally intensive, time-consuming
and hence, expensive and would preferably be done stati-
cally, off-line. However, not all conflicts can be discovered
at compile-time, for example,

lecturer permitted to update academic records. [p1]
student prohibited to update academic records. [p2]

In this case, unless someone is both a member of the role
lecturer and student at compile-time then these policies can-
not be considered to be in conflict as they do not currently,
and may never at any time in the future, represent an ac-
tual conflict. It should be noted that it is both possible and
indeed desirable, for policies to co-exist in potential con-
flict with each other [p1, p2] without the need for conflict
resolution when the policies are defined.

In our dynamic policy model we recognise that as an en-
terprise evolves, responsibilities alter and consequently, role
and policy definitions or assignments may change at run-
time, therefore, if a person later becomes both a student and
a lecturer, then this would give rise to an actual conflict of
[p1, p2] requiring the attention of a run-time conflict detec-
tion and resolution process.

5 Optimism to Support Trust

Communities within an enterprise often share common
organisational goals and should therefore be regarded with
a certain degree of trust. It is useful to determine that a
community can choose to enforce its policies either by op-
timistic or pessimistic means [12]. Pessimistic enforcement
is inherently preventative (used when trust is low and dam-
age caused by non-compliance is high) whereas optimistic
enforcement relies on detection of non-compliance and
the subsequent reporting/correction of the non-compliance
(used when trust is high and potential damage due to non-
compliance is low).

Given that it is not necessarily useful to determine that an
entire community should be handled pessimistically or al-
ternatively optimistically, due to differing levels of respon-
sibility, qualification and the nature of tasks within an enter-
prise; it is reasonable that Policy Authorities should deter-
mine for each Policy Space that they manage, whether the
entities that belong to it can act independently with respect
to the other entities and actions within the policy space (in
certain defendable circumstances), i.e. optimistic enforce-
ment, or indeed, if they should not be acting autonomously
in any circumstances, hence, pessimistic enforcement.

In support of the use of optimistic enforcement of policy
and roles, we introduce the concept of Defence.

The idea of using defences comes from the Common
Law in Australia [31]. As citizens of a society we are
bound by the laws written down by the parliament of that
society. In real-life, however, we sometimes break those
laws to achieve a greater good (or in certain acceptable cir-
cumstances), this is why Common Law affords its citizens
a number of defences in relation to the breaking of set laws
[28, 31], some of these are as follows:� Necessity - A person committing a crime because of

the necessity to prevent a greater danger may not be
punished for such a crime. There are three elements
to be satisfied for this defence to succeed, namely (1)
the accused must have done the forbidden act to pre-
vent an irreparable evil upon himself or herself or upon
others whom the accused was bound to protect; (2) the
accused must have been placed in a situation of im-
minent peril, and (3) the act done must not be out of
proportion to the peril to be avoided.� Mistake of Fact - A person who performs an act un-
der an honest and reasonable but mistaken belief is not
criminally responsible for the act.� Compulsion - A person is not criminally responsible
for an act if it is done: (1) in execution of the law;
(2) in obedience to the order of a competent authority
which that person is bound by law to obey.� Extraordinary Emergency - A person is not criminally
responsible for an act done under circumstances of
sudden or extraordinary emergency when an ordinary
person would reasonably expect to act in the same way.
For example, a person who was a passenger in a car
who took control of the car when the driver had a heart
attack, could later use the defence of extraordinary
emergency as justification to be acquitted of the crime
of drink-driving.� Automatism - Refers to conduct which is automatic
or involuntary: “an act which is done by the muscles
without any control of the mind”.



� Provocation - Refers to conduct where an accused per-
son is provoked into doing the act in question. Three
elements to be satisifed for this defence to succeed are
(1) the provocation was such that an ordinary person
would also have lost their self-control; (2) the accused
must have lost control in direct response to the nature
of the provocation; (3) the accused must have acted
immediately in response to the provocation.� Honest Claim of Right - A person is not criminally re-
sponsible for an act if the act is done with an honest
claim of right without intention to defraud. For exam-
ple, if you had been entitled to perform some action in
the past and had not requested permission to continue
performing the action in future (the action having later
been deemed to be prohibited), you could plead the de-
fence of honest claim of right.� Violenti non fit injuria (voluntary consent by plaintiff)
- In cases where the accused can prove that there was
“voluntary acceptance of the risk” by the plaintiff, then
the defendant will be absolved from all responsibility
for the damage caused.� Contributory Negligence - Where any person suffers
damage as the result partly of their own fault and partly
the fault of any other persons, a claim in respect of
damage shall be reduced to such extent as the court
deems just, having regard to the claimants share in re-
sponsibility for their own damage.

It is stated in Common Law that “a person who is ac-
cused of a crime and his or her defence succeeds, that per-
son will be acquitted of the crime” [31]. A defence is a
justification or an excuse for an act or omission committed
by the accused. Of the defences listed above, we believe
that the defences of necessity, mistake of fact, compulsion,
automatism, extraordinary emergency and honest claim of
right most closely associate with breaches in enterprise pol-
icy. It is currently unclear as to how suitable the remaining
defences would prove to be in an enterprise environment.

In our Dynamic Policy-Based Management model, de-
fences may be specific or organisational. Specific defences
are associated uniquely with policies while organisational
defences are associated with organisational goals. For ex-
ample, a specific defence [d1] associated with policy [p7]
might be:

paediatric nurse prohibited to administer non-
prescribed medicine patient. [p7]

[p7] defence necessity patient in immediate peril.
[d1]

In this case, the paediatric nurse may have noticed the
child was suffering a from a severe allergic reaction to the

pain-relieving drug she had just administered and in order
to save the childs life she would have needed to adminis-
ter a previously unprescribed drug to control the reaction
and prevent the childs death. In this case she is clearly in
breach of her assigned policy [p7] and will need to plead
the defence of necessity, [d1]. Her breach of policy [p7]
could also be supported by the more general organisational
defence of preserving life.

In order to support trust in an enterprise we have applied
notions of optimistic and pessimistic determination for pol-
icy spaces and introduced the notion of using defences to
support breaches to assigned policy.

6 Related Work

There exist many architectures that have developed
policy-based approaches to the management of open dis-
tributed systems. In this section we briefly highlight a
selection of the key advances in policy-based manage-
ment research and compare them to our Dynamic Policy-
Based Management model. We discuss Enterprise Mod-
elling in RM-ODP, traditional Role-Based Access Con-
trol (RBAC), Policy-Based Management and Collaborative
Environments. Our Dynamic Policy-Based Management
model allows us to express policies supported by these other
models, and it also provides a means to support a more com-
plex, dynamic and open enterprise environment, where pol-
icy management must be flexible in order to respond to sit-
uational enterprise events.

Enterprise Modelling: RM-ODP Enterprise Viewpoint.
The group working on the International Standards Organ-
isation (ISO) Open Distributed Programming Reference
Model (RM-ODP) [8, 9, 10, 11] are defining an Enterprise
language for the purpose of describing constructs such as
enterprise objects, object roles and policies which will be
used to govern interactions between objects in a commu-
nity.

Even though the RM-ODP recognises the concepts of
roles and policies as a viable means of modelling an ODP
system from a high-level enterprise perspective, it has not
yet reached a decisive conclusion as to how these modelling
constructs would be used to implement a system. That is,
the constructs used to describe a system from the enterprise
viewpoint are not mapped to the related viewpoints of com-
putational and engineering.

Furthermore, the policy concept is not yet clearly spec-
ified, the enterprise model alludes to the ability to express
business logic in terms of policies but does not define how
the policies will be written, this is the subject of on-going
work and discussion [12].

Role-Based Access Control (RBAC). Role-Based Access
Control [2, 21, 22] brought forward the notions of role and
policy to manage database security. RBAC however, pro-



vides limited static policy definition and analysis and lim-
ited conflict detection and resolution mechanisms. There
is no support for heterogenous distributed domains, com-
pound actions or trust.

Policy-Based Management. A substantial body of re-
search on the specification and enforcement of management
policies for distributed systems has been performed at Im-
perial College, University of London [16, 26]. Within their
policy-based management architecture, domains have been
identified as a means of partitioning objects in distributed
systems [29, 30] and management policies [13, 15] were
identified as a means of specifying both authorisations and
obligations. However, the domain structure represented in
this model is more suitable for homogenous, static environ-
ments and not to large, evolving enterprises, which we are
interested in supporting.

The policy-based management architecture provides a
clear policy notation [14], however, policies within this
model are necessarily a static concept. Supporting open dis-
tributed enterprise relies on defining and analysing policies
at run-time, so users are able to interact with new resources
for which they have no established policy on access. Fur-
thermore, within this model, conflict analysis is an essen-
tially static concept which would need to be extended to in-
corporate dynamic conflict analysis in order to support open
distributed enterprise.

Collaborative Environments. The major contribution of
this work [4, 5] is to recognise the limitations of static role
definition and to propose a design for the definition of dy-
namic roles. Roles are presented not only as statically-
defined collections of users but also as dynamic descriptions
of users that are evaluated as applications are run. Unfortu-
nately, this work does not provide solutions for dynamically
dismissing or delegating roles at run-time nor does it con-
sider dynamic policy or the very complex issue of dynamic
conflict analysis.

There exist several other policy-based management mod-
els but we have selected the above as being representative of
the major undertakings and progress in this area of research.

7 Conclusion and Further Work

In this paper we have introduced an approach to policy-
based management which we believe is more suitable to the
management of large, open evolving enterprises.

We have shown that it is possible to support scalabil-
ity within an enterprise through the use of hierarchical en-
terprise domains, policy spaces, policy authorities and role
profiles. System evolution is supported through the use of
dynamic roles, dynamic policies and dynamic conflict anal-
ysis and finally trust is supported through defining opti-
mistic policy spaces and the use of defences.

We have introduced a number of novel concepts in sup-
port of large, evolving enterprises not considered in current
literature. Continued development of these concepts and
development of algorithms for dynamic conflict analysis of
roles and policies using the enterprise concepts introduced
in this paper will be the subject of future work.
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