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Abstract

While developments in distributed object computing environ-
ments, such as the Common Object Request Broker Architec-
ture (CORBA) [17] and the Telecommunication Intelligent Net-
work Architecture (TINA) [16], have enabled interoperability
between domains in large open distributed systems, managing
the resources within such systems has become an increasingly
complex task. This challenge has been considered for several
years within the distributed systems management research com-
munity and policy-based management has recently emerged as
a promising solution.

Large evolving enterprises present a significant challenge
for policy-based management partly due to the requirement to
support both mutual transparency and individual autonomy be-
tween domains [2], but also because the fluidity and complexity
of interactions occurring within such environments requires an
ability to cope with the coexistence of multiple, potentially in-
consistent policies. This paper discusses the need of providing
both dynamic (run-time) and static (compile-time) conflict de-
tection and resolution for policies in such systems and builds on
our earlier conflict detection work [7, 8] to introduce the meth-
ods for conflict resolution in large open distributed systems.

1 Introduction and Motivation

In large evolving enterprises it is often necessary to man-
age a substantial set of diverse objects, across various organisa-
tional boundaries, over a potentially extensive lifetime. Further-
more, users need to be able to adapt to changing circumstances
and organisational responsibilities and hence, to make use of
new services as they are introduced. When managing these
large sets of organisational objects across diverse boundaries
conflicting requirements often emerge, which subsequently ma-
terialise into policy-based conflicts.

We believe there is limited value in developing policy-based
management models that do not provide ensuing support for
both policy-based conflict detection and resolution. Our pre-
vious work on policy-based conflict detection [8] determined
that there exists two broad classes of conflicts that need to be

understood and independently managed; which arestatic and
dynamicpolicy-based conflict. It is vital to make the distinc-
tion between these two classes of conflicts as the process of
conflict detection and resolution is frequently computationally
intensive, time-consuming and hence, expensive and is most
preferablydone statically, at compile-time. Not all conflicts,
however, can be detected and resolved statically at compile-
time and we discovered that detection of conflicts both stat-
ically and at run-time relies on a knowledge of the temporal
characteristics of the policy (since policy conflicts will only oc-
cur when the objectives of two or more active policies cannot
be simultaneouslymet). By combining the deontic and tem-
poral properties of policy, we were then able to specify a set
of conflict profiles for both static and dynamic conflicts. A se-
ries of algorithms for conflict detection were then designed and
these were implemented within a prototype that demonstrated
that it is possible to detect conflict at run-time in a way that is
computationally-efficient [5].

Following the detection of policy-based conflicts, it is neces-
sary to consider the critical issue of dynamic conflictresolution.
While some work regarding conflict resolution in policy-based
management has been attempted [1, 2, 11, 15], our research
has revealed that these approaches have not recognised a need
for conflict management at run-time and furthermore, some as-
sume thatoneconflict resolution method is sufficient to resolve
all conflict types, which we have found to be an incorrect as-
sumption.

This paper begins by providing the background to our pre-
vious work on conflict detection in Section 2, followed by a
discussion of the methods we have developed for conflict reso-
lution in Section 3. Section 4 is a discussion of the prototype
system built and Section 5 concludes the paper and discusses
future work.

2 Background

This section provides the background to our current work
on conflict resolution and commences with an overview of our
policy model [6], in Section 2.1, followed by an overview of our
previously developed methods for conflict detection [5, 6, 7, 8],
in Section 2.2.
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2.1 Overview of Policy Model Concepts

Central to our policy model are the concepts ofEnterprise
Domain, Policy Space, Role and Policy Authoritywhich are
represented in the simplified model of Figure 1. Enterprise
domains are enterprise-level classifications of all the entities
(users, roles, artefacts) within the organisation and are a con-
venient means by which we canenumerateobjects under com-
mon authority or ownership. As such, it is usually a hierarchical
division of departments, faculties, teams etc.

The purpose of identifying policy spaces is to combine all of
the entities and actions about which weare interested in writing
and applying policy. A policy space is generally a declarative
statement or description of the entities and actions about which
policy will be written. Policy spaces are defined as distinct
from enterprise domains because the application of policy does
not need to follow organisational boundaries. That is, where
an enterprise domain might beComputer Science Department,
a policy space might beUniversity Parents, whereUniversity
Parentswould be a selection of entities belonging to many do-
mains within the organisation. Furthermore, roles within our
policy model may be either static or dynamic, where member-
ship to static roles is an enumeration of selected entities within
the organisation, whereas membership to dynamic roles is eval-
uated at run-time according to some predefined predicate (for
example,Cheapest Supplier).

Policy authorities in our model are assigned to both enter-
prise domains and policy spaces. An enterprise domain author-
ity is the assigned owner of resources within the enterprise do-
main, whereas a policy space authority is one which may write
policy regarding the entities and actions contained within the
policy space. Identifying policy authorities is essential to the
process of conflict resolution, as will be shown in Section 3.

2.1.1 Definition of Policy

The purpose ofpolicy is to define or constrain the current or fu-
ture behaviour of objects to ensure that their actions are aligned
with the objectives of the enterprise. While deontic logic ex-
presses many normative notions that could be useful in policy
specification, for example,rights, claims, liberties, privileges,
power, immunity, prima facie, conditional and defeasible obli-
gations, contrary to dutyetc; we choose to focus on the set of
modal operators ofobligation, permissionandprohibition, as
defined in standard deontic logic [10] and widely accepted in
the literature [4, 15, 20]. These policy modes can be described
as follows:

• Permissionis “the action of permitting an allowance; lib-
erty or a licence granted to do something” [21].

• Prohibition is “an unambiguous statement or rule, regulat-
ing disallowedbehaviour in a system” [19].

• Obligation is “an agreement, enforceable by law, whereby
a person or persons become bound to a particular action or
performance of some duty by a contract containing such
an agreement” [19].

2.1.2 Policy Notation

We believe that an understanding of the temporal nature of pol-
icy is pivotal to both the specification and subsequent classifica-
tion of conflicts in policy-based management systems. There-
fore, we have defined a number of novel policy types (based on
the deontic concepts ofobligation, permissionandprohibition)
and the temporal characteristics of the policy type. A complete
formal specification of these policy types appears in our earlier
work [7].

Within the policy class, the attributePolicy Nameis used to
uniquely identify each policy and thePolicy Descriptionwill
be a textual interpretation of the purpose of the policy. The
Policy Typeattribute refers to the deontic notions ofobligation
(O+, O-), permission (P)and prohibition (F). The Temporal
Classifierdenotes one of the policy types belonging to either
obligation, permissionor prohibition, that is, a temporal classi-
fier might indicate that an obligation holds always, at all times,
as opposed to an obligation that recurs at a stated time or event.
For example, [Palways], denotes a continuous permission that
holds always, at all times. The related attributeCommenceis
used to identify an instance of the type Occurrence(event or
time), at which this policy will commence. Similarly,Finish
is used to identify an instance of the type Occurrence(event or
time), at which this policy will be dismissed and finally,Recur
is used to identify an instance of the type Occurrence(event or
time), at which this policy will recur.

2.2 Overview of Conflict Detection

Policy conflict occurs when the objectives of two or more
policies cannot be simultaneously met. In this section we de-
scribe the goals of conflict detection and briefly discuss a clas-
sification of conflicts and the need for both dynamic and static
conflict analysis. A more thorough treatment of this topic ap-
pears in our previous work [5, 8].

2.2.1 Goals of Conflict Detection

The fundamental purpose of conflict detection is to analyse pol-
icy specifications in order to provide aprofile of the types of
conflict occurring within a system. The goals of conflict detec-
tion are characterised as follows:

• to identify actual conflict that has occurred and could be
resolved statically, at compile-time;

• to predict that a potential conflict, may, occur in the fu-
ture (and more specifically, exactly what circumstances
will expose that conflict); and

• to communicatethe actual or potential conflict to a resolu-
tion process.

2.2.2 Classification of Conflicts

We believe conflicts can be classified into four broad categories
as defined below. Note that each category of conflict may
present itself either statically or dynamically. The first of these
categories is theInternal Policy Conflictwhich occurs when the
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Figure 1. Partial Dynamic Policy Model Represented in the Unified Modeling Language (UML).

policies assigned to asinglerole are deemed to be incompati-
ble with each other. AnExternal Policy Conflictoccurs when a
user combines roles, which in isolation of each other present no
conflict, but contain policies which in co-existence are in con-
flict. A Policy Space Conflictoccurs when two or more policy
spaces manage the same set of subjects and attempt to enforce
different and conflicting policies over them and finally,Role
Conflict occurs when a user obtains a set of incompatible role
assignments.

2.2.3 Static and Dynamic Conflict Detection

As mentioned, conflict detection and resolution can be compu-
tationally expensive and shouldpreferablybe done statically,
at compile-time. We have identified thatstatic conflictmay re-
quire immediate attention and resolution, as it will most cer-
tainly result in conflict at some time, whereas,dynamic, poten-
tial conflict is quite unpredictable, in that it may, or may not,
proceed to actual conflict. Therefore, not all predicted conflicts
require notification or action. That is, a conflict may be pre-
dicted to occur, but be far enough into the future or uncertain
enough that action would not be appropriate at the current time.

For example, if we were to define a role containing two
policies p1 and p2, where p1 has the temporal classifier
[Frecur always] - prohibition recurring at stated time or event,
for all time and a policyp2 which has the temporal classifier
[Pwithin] - permission must be performed within a stated period
(φ, ψ) of time or event, and bothp1andp2have an overlapping
scope specified by the following pre-condition:

( ( Px.Subject ∩ Py.Subject 6= ? ) ∧
( Px.Action ∩ Py.Action 6= ? ) ∧
( Px.Target ∩ Py.Target 6= ? ) ) (1)

we would discover that these policies exhibited actual and
potential internal policy conflictsas described in the conflict
profile below. It should be noted that, throughout Figure 2,
the notation(C) refers to theCommenceattribute of the policy
class definition defined in Section 2.1.2 and similarly,(F) refers
to theFinishattribute and(R) refers to theRecurattribute.

p1:[Frecur always] · recur always
p2:[Owithin] · within a period

Actual Conflict

(∀ p2.Ctime, p2.F time, p1.Rtime : time |
p1−−→conflictp2 at∀ p1.Rtime between[ p2.Ctime, p2.F time] ) (2)

(∀ p2.Ctime, p1.Rtime : time, p2.Fevent : event |
p1−−→conflictp2 at∀ p1.Rtimebetween[ p2.Ctime, p2.Fevent] ) (3)

Potential Conflict

(∀ p2.F time, p1.Rtime : time, p2.Cevent : event |
p1−−→conflictp2 at∀ p1.Rtimebetween[ p2.Cevent, p2.F time] )

wheretrigger [ p2.Cevent] (4)

(∀ p1.Rtime : time, p2.Cevent, p2.Fevent : event |
p1−−→conflictp2 at∀ p1.Rtimebetween[ p2.Cevent, p2.Fevent] )

wheretrigger[ p2.Cevent] (5)

(∀ p2.Ctime, p2.F time : time, p1.Revent : event |
p1−−→conflictp2 at∀ p1.Reventbetween[ p2.Ctime, p2.F time] )

wheretrigger [ p2.Ctime] (6)

( ∀ p2.Ctime : time, p2.Fevent, p1.Revent : event |
p1−−→conflictp2 at∀ p1.Reventbetween[ p2.Ctime, p2.Fevent] )

wheretrigger [ p2.Ctime] (7)



(∀ p2.F time : time, p2.Cevent, p1.Revent : event |
p1−−→conflictp2 at∀ p1.Reventbetween[ p2.Cevent, p2.F time] )

wheretrigger [ p2.Cevent] (8)

(∀ p2.Cevent, p2.Fevent, p1.Revent : event |
p1−−→conflictp2 at∀ p1.Reventbetween[ p2.Cevent, p2.Fevent] )

wheretrigger [ p2.Cevent] (9)

Figure 2. Conflict Database Entry.

Accordingly, from (2), we understand that if policyp1 has a
recur attribute that is of the occurrence type, time, and policy
p2 has bothcommenceandfinish attributes of the occurrence
type, time; then we will need to further assess foractual con-
flict (coinciding with every recurrence ofp1.Rtimewithin the
period referenced by[p2.Ctime, p2.Ftime]).

If, however, policyp1 has arecur attribute that is of the oc-
currence type, event, and policyp2has bothcommenceandfin-
ishattributes of the occurrence type, event; then commensurate
with (9), we will need to manage thepotential for conflict (oc-
curring at every recurrence ofp1.Reventwithin the period ref-
erenced by[p2.Cevent, p2.Fevent]). It is clear that policies of
these particular occurrence types will need to be managed at
run-time, as the realisation of conflict is dependent on the in-
cidence and pattern of events occurring at run-time. Thus, the
types of the temporal attributes,commence, finishandrecur, in-
evitably dictate the type of conflict that will need to be managed
(ie. actual or potential).

Static and run-time conflict detection relies on a knowledge
of the temporal characteristics of the policies in the specifica-
tion. Through examining each combination of the policy types,
we have been able to specify when each of the policy types
would cause a conflict (actual and/or potential) [5]. The com-
plete specification of conflicts occurring has been recorded in a
conflict database [7] and it was found that the majority of con-
flicts could not be determinedstatically at specification time,
but rather, referred to potential conflicts that could only be de-
termineddynamicallyat run-time. That is, of the 4,238 types of
conflicts identified, 3,850 (or 90.84%) were dynamic conflicts,
and a mere 388 (or 9.16%) were static conflicts.

3 Conflict Resolution

Once the conflict detection process has produced a specifi-
cation of all the actual and potential conflict occurring within a
system, it becomes necessary to apply methods for conflict res-
olution. This section begins by describing the goals of conflict
resolution in Section 3.1, followed bywhen it is appropriate
to resolve conflicts in Section 3.2. Approaches for monitoring
conflicts at run-time and for conflict resolution are discussed in
Section 3.3 and Section 3.4, respectively.

3.1 Goals of Conflict Resolution

The fundamental purpose of conflict resolution is to deter-
minewhenit is appropriate to resolve conflict andhowthe con-
flict will be resolved. The goals of conflict resolution can be
characterised as follows:

• to communicatewith the conflict detection process in or-
der to obtain specifications of the actual and/or potential
conflict occurring within a system.

• to decide whenit is appropriate to resolve the conflict;

• to monitor identified potential conflict that may occur, re-
quiring resolution;

• to decide how to resolvethe actual or potential conflict in
an appropriate manner.

3.2 When To Resolve Conflict

The process of conflict resolution can be approached either
optimistically, pessimistically, through a combination of both
approaches in abalancedmanner or each conflict can be ap-
proachedindividuallyaccording to the likelihood of conflict oc-
curring and the cost of conflict resolution.

3.2.1 Pessimistic Conflict Resolution

The pessimistic approach to conflict resolution assumes thatall
conflict states (both actual and potential)will result in conflict
at some time and therefore must be resolved immediately at
compile-time. Since, the pessimistic approach is essentially a
preventative measure, it involves much initial checking to en-
sure that non-compliance doesnot occur. In order to illustrate
this method, consider the role definition of the Assistant Human
Resources Manager,assistant hr manager, represented in (10):

Rassistanthr manager −→ [ Pahm1, Pahm2] (10)

It can be seen that the role specification ofassis-
tant hr managercontains both of the policies specified in Fig-
ure 3, including(Pahm1), which states that the Assistant Human
Resources Manager is not permitted to access office premises
after hours; and the policy(Pahm2), which states that the As-
sistant Human Resources Manager is obliged to be on office
premises when new staff arrive. Through the use of both
the conflict database and the methods for conflict detection
overviewed in Section 2.2, it would be ascertained that these
policy types (that is, Fwithin and Orecur always), exhibit thepo-
tential for conflict at every recurrence of(Pahm2.Revent) within
the period referenced by [Pahm1.Ctime, Pahm1.Ftime], that is when-
ever the event “New Staff Arrival” occurs within the period
[10.00pm - 6:00am].

Furthermore, policies of these particular occurrence types
should be managed at run-time, since the realisation of conflict
is dependent on the incidence and pattern of events occurring
at run-time. However, the pessimistic approach requires that



Policy “Pahm” {
PolicyName: “Assistant HR Manager - Prohibited Office Access.”
PolicyType: “F”
Subject: StaticRole“Assistant HR Manager”
Action: Action “Access Office Premises”
Target: Organisation “Brisbane CBD Office”
TemporalClassifier: “Fwithin”
Commence: Time “22:00:00”
Finish: Time “6:00:00” }

Policy “Pahm” {
PolicyName: “Assistant HR Manager - Orientation.”
PolicyType: “O+”
Subject: StaticRole“Assistant HR Manager”
Action: Action “Access Office Premises”
Target: Organisation “Brisbane CBD Offices”
TemporalClassifier: “Orecur always”
Recur: ExternalEvent “New Staff Arrival” }

Figure 3. Policy (P.ahm1) and (P.ahm2).

all conflicts (both actual and potential) be resolved at compile-
time. Nevertheless, it is apparent that resolving this poten-
tial conflict at compile-time would probably be quite wasteful,
since it is highly unlikely that new staff will arrive at the office
after hours.

While the pessimistic approach often involves greater cost
at compile-time this can be said to be an advantage of the ap-
proach since incurring the cost of resolving conflict at compile-
time is generally preferable to run-time conflict resolution.
However, the number of conflicts occurring in large, open dis-
tributed environments (both actual an potential) can be very
large and resolving all such conflicts, would become a costly
exercise because much of the effort expended in resolvingall
identified conflicts, a-priori, would prove to be unnecessary.
It is often more practical to tolerate the existence of potential
conflicts and manage the occurrence of conflict if it materi-
alises. Furthermore, the pessimistic approach to conflict res-
olution does not allow for the evolving and essentially dynamic
nature of large open distributed systems. Nevertheless, pes-
simistic conflict resolution is useful in situations where conflict
cannot be tolerated, for example, high-security arrangements or
where the cost of resolving conflict at run-time cannot be toler-
ated.

3.2.2 Optimistic Conflict Resolution

Optimistic conflict resolution does not involve any preventative
measures but relies instead on detecting non-compliance
and correcting it. As a result, the optimistic approach often
requires greater effort and cost at run-time to detect all such
non-compliance. Conflict must therefore occur in a run-time
environment before a resolution is initiated. We considered
each class of conflicts individually, that is,prohibition /
permission - (F / P); obligation / prohibition - (O+ / F)and
obliged / not obliged - (O+ / O-)as detailed in [6], however,
we will focus on one such example here, which will be the
prohibition / permission - (F / P)conflict class, described below.

Prohibition / Permission - (F / P)

In order to describe how the optimistic approach behaves
with respect to the (F / P) conflict class, consider the role defi-
nition specified in (11):

Rsystemsadministrator −→ [ Psa1, Psa2] (11)

The role ofsystemsadministratorcontains both of the poli-
cies (Psa1) and (Psa2), specified in Figure 4. The policy(Psa1)

asserts that the Systems Administrator is permitted to archive
the organisation’s file servers as required; and the policy(Psa2),
states that due to reduced network performance, the Systems
Administrator is not permitted to archive the organisation’s file
servers during business hours. Through examination of the con-
flict database it will be determined that these particular policy
types (i.e. Palways and Fwithin), will exhibit actual conflict
between [Psa2.Ctime, Psa2.Ftime], that is, between the hours of
[9.00am - 5.00pm].

Policy “Psa” {
PolicyName: “Systems Administrator - Reboot File Servers.”
PolicyType: “P”
Subject: StaticRole“Systems Administrator”
Action: Action “Archive”
Target: Artefact “File Server”
TemporalClassifier: “Palways” }

Policy “Psa” {
PolicyName: “Systems Administrator - Archive File Server.”
PolicyType: “F”
Subject: StaticRole“Systems Administrator”
Action: Action “Archive”
Target: Organisation “File Server”
TemporalClassifier: “Fwithin”
Commence: Time “9:00am”
Finish: Time “5:00pm” }

Figure 4. Policy (P.sa1) and (P.sa2).

In this example, the optimistic approach would monitor the
actions occurring at run-time to see if the permitted action of
archivefile servers takes place between the prohibited business
hours before a state of conflict would be declared and the subse-
quent conflict resolution is performed. This is reasonable since
the systems administrator may never perform an archive op-
eration during business hours, therefore the resolution of such
conflict would be unnecessary.

If, however, the situation were such that a permission policy
(Pp1), was fully subsumed by a prohibition policy(Pp2), as
illustrated in Figure 5, it becomes more difficult to see the
value of the optimistic approach since there isno scope in
this particular set of circumstances for the permitted action to
take place without producing a conflict state. Nevertheless, the
advantage of the optimistic approach to conflict resolution, is
thatno conflict is resolved that does notspecificallywarrant it.
The same cannot be said for the pessimistic approach, and to a
lesser extent the balanced approach following.
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3.2.3 Balanced Conflict Resolution

The balanced approach to conflict resolution assumes that the
likelihood of actual conflict occurring is quite high, and thus,
resolves it statically (at compile-time); thereby reducing some
the cost of identifying, monitoring and resolving such conflict
in a run-time environment. Whereas identifiedpotentialcon-
flict is not resolved at compile-time, but instead is monitored
and resolved in the run-time environmentif required. In order
to illustrate such an approach, consider the role definition of
sales manager, as specified in (12):

Rsalesmanager −→ [ Psm1, Psm2] (12)

The rolesalesmanagercontains the both the policy(Psm1)

and(Psm2) specified in Figure 6. The policy(Psm1) asserts that
the Sales Manager is permitted to drive a company-assigned ve-
hicle during business hours and the policy(Psm2), states that the
Sales Manager is not permitted to drive a company-assigned
vehicle during weekend hours. Through examination of the
conflict database [7], it will be determined that these partic-
ular policy types (i.e. Pwithin and Fwithin), that have com-
mence and finish occurrence attributes of typetime; will ex-
hibit actual internal policy conflict between (Saturday, 8:00am
- Saturday 6:00pm) and again during (Sunday, 8:00am - Sunday
6:00pm). Following the balanced approach to conflict resolu-
tion, this identifiedactualconflict would be resolved immedi-
ately at compile-time.

However, if the previous example of potential conflict in
Section 3.2.1 was used, such conflict between(Pahm1) and
(Pahm2) would not be resolved unless (at run-time) the unlikely
situation occurred where a new staff member arrived after
hours. We believe that the balanced approach is appropriate
for large open distributed environments, due to the fact that the
number of both actual and potential conflicts can be very large.
However, the algorithms to support the balanced approach
are more complex than those required for the pessimistic
approach (due to the requirement to monitor potential conflicts
at run-time).

3.2.4 Individual Conflict Resolution

It can be concluded from the previous discussion regarding the
optimistic, balancedandpessimisticapproaches to conflict res-
olution, that computational cost at compile-time is substantially
higher in the pessimistic approach as compared to the balanced
and optimistic approaches, sinceall conflict is removed prior to
run-time in the pessimistic approach. The balanced approach

Policy “Psm” {
PolicyName: “Sales Manager - Company Vehicle Business Hours.”
PolicyType: “P”
Subject: StaticRole“Sales Manager”
Action: Action “Drive Vehicle”
Target: Artefact “432-AXY”
TemporalClassifier: “Pwithin”
Commence: Time “8:00”
Finish: Time “18:00” }

Policy “Psm” {
PolicyName: “Sales Manager Company Vehicle Weekend.”
PolicyType: “F”
Subject: StaticRole“Sales Manager”
Action: Action “Drive Vehicle”
Target: Organisation “432-AXY”
TemporalClassifier: “Fwithin”
Commence: Time “Saturday 0:00am”
Finish: Time “Monday 0:00am”}

Figure 6. Policy (P.sm1) and (P.sm2).

distinguishes between actual conflict and the potential for con-
flict and resolves only the actual conflict prior to run-time, as
a result, a comparatively medium-level computational cost is
incurred at compile-time. Whereas, the optimistic approach re-
solvesnoconflict until such conflict physically presents itself in
the run-time environment. Hence, the very low computational
cost at compile-time for the optimistic approach.

The individual conflict resolutionprocess attempts to assess
each detected conflict separately in order to determine whether
the conflict should be resolved immediately at compile-time
or deferred until run-time. In order to assess each conflict
individually, it is necessary to consider both thelikelihood of
conflict occurring (statistical analysis), andcostof resolving or
not resolving the conflict (consequence analysis) as discussed
below.

Likelihood of Conflict Occurring (Statistical Analysis)

In order to assess the likelihood of conflict occurring it is
necessary to consider each conflict type individually, that is,
internal policy conflict, external policy conflict, role conflict
andpolicy space conflict. Furthermore, it is also interesting to
consider each conflict class separately that is, (P/F), (O+/F) and
(O+/ O-) [6]. However, for the purposes of this paper, we will
consider internal policy conflict within the (O+/O-) conflict
class only.

Internal Policy Conflict (O+ / O-)
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For the (O+/O-) conflict class we first consider the situation
where a positive obligation has beenfully subsumed by a neg-
ative obligation. It can be seen from Figure 7, that the likeli-
hood of conflict occurring in such situations is comparatively
very highand hence, under the individual conflict resolution
method, it would be determined that this type of conflict should
be resolved immediately at compile-time. However, in the case
where a positive obligation has beenpartly subsumed by a neg-
ative obligation; again according to Figure 7, such conflict has a
comparativelyhighprobability of occurring. Therefore, further
examination regarding how much scope exists for the obligation
to be performed, will be required.

Consider for example, Figure 8, where it can be seen that
even though the obligation cannot be fulfilled between (9:00am
- 10:00am), it can be fulfilled between (12:00am - 9:00am) or
during (10:00am - 6:00pm). In this case, since there is exten-
sive scope for fulfilling the obligation outside of the conflict
area (9:00am - 10:00am), it could be concluded that resolution
of this particular conflict in these specific circumstances, could
be delayed until run-time. Whereas in the case of Figure 9,
it can be seen that conflict arises between (9:00am - 5:00pm)
and that while thereis scope for the obligation to be fulfilled
between (5:00pm - 6:00pm), it could be sensibly concluded that
for this particular obligation; the (5:00pm - 6:00pm) window
of opportunity (for the obligation to be fulfilled) is too small
and/or inappropriate in the circumstances. Therefore it could
be decided that this conflict should be resolved a compile-time
in order to avoid this seemingly inevitable conflict.

Cost of Conflict Resolution (Consequence Analysis)

Another factor that needs to be considered relates to the cost
of performing the resolution as well as the cost of delaying res-
olution until run-time. In some circumstances, it is noted that
the emergence ofuncertainconflict states at run-time is clearly
undesirable (for example in high security arrangements). Nev-
ertheless, the cost of individually assessing every actual and
potential conflict within a system to determine when resolution
is appropriate will mean that the implementation complexity of
such a system will be very high compared to thepessimistic, op-
timistic andbalancedapproaches to resolution, due to the need
to progress through a series of involved decisions and analysis
regarding each and every identified conflict within the system.

3.3 Monitoring Conflict at Run-Time

The requirement to monitor conflict at run-time occurs when
either thebalanced, optimisticor individualapproaches to con-
flict resolution are chosen, because in all of these approaches,
it is possible to defer the resolution of potential conflict until
run-time.

3.3.1 Run-Time Phases of Potential Conflict

In order to monitor conflict at run-time, a series of run-time
phases that a potential conflict will progress through before it
becomes actual have been identified. These phases areinactive,
activeandpending. In order to describe the potential conflict
phases, consider the role definition specified in (13) following:

Rfarm hand −→ [ Pfh1, Pfh2, Pfh3 ] (13)

In this case the role specificationRfarm handcontains the poli-
cies(Pfh1), (Pfh2) and(Pfh3) where policy(Pfh1) states that users
assigned to the role Farm Hand are not permitted to source wa-
ter for irrigation from thecentral dam when water levels are
unacceptable (that is, Central Dam Level< 10,000ML); sim-
ilarly the policy (Pfh2) states that when thecentral dam water
levels are unacceptable, then Farm Hands will be obliged to
source their irrigation water from the supportingauxiliary dam,
until water levels in thecentral dam rise again to acceptable
levels (that is, Central Dam Level≥ 10,000ML). Finally, pol-
icy (Pfh3), states that only when theauxiliary dam water level
has depleted (that is, Auxiliary Dam Level< 1,000ML), will
Farm Hands be permitted to return to sourcing water from the
centraldam.

Through the process of conflict detection we know that the
potential for conflict arises at every recurrence of(Pfh3.Revent)

within the period referenced by [Pfh1.Cevent, Pfh1.Fevent]. That
is, the potential conflict will arise whenever the event auxiliary
dam level is depleted (i.e. Auxiliary Dam Level< 1,000ML)
occurs between the events, Central Dam Level Unacceptable
(i.e. Central Dam Level< 10,000ML), and Central Dam Level
Acceptable (i.e. Central Dam Level≥ 10,000ML). Therefore,
in this example, thephasesthat the potential conflict between
policies (Pfh1) and (Pfh3) will progress through at run-time in
order to become a realised, actual conflict, as illustrated in Fig-
ure 11 are described as follows - if the water levels in thecen-
tral dam are acceptable (that is, Central Dam Level≥ 10,000
ML), which occurs at Time 1, see Figure 11, then the poten-
tial conflict between the policies(Pfh1) and (Pfh3) is said to be
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in an inactivestate. If however, the event (Central Dam Level
< 10,000ML) occurs (as at Time 2), then this potential con-
flict will progress from theinactivestate to thependingstate.
Therefore, if the event (Auxiliary Dam Level< 1,000) occurs
before thecentraldam has reached acceptable levels again (i.e.
Central Dam Level≥ 10,000ML), then thependingconflict
will progress to its final state ofactive, realised conflict (as at
Time 3).

If a potential conflict progresses through to theactivecon-
flict state, such conflict requires run-time conflict resolution. It
is therefore necessary to monitor potential conflict at run-time
as it progresses through the phases ofinactive, pendingand
active

3.3.2 Indexed Event Databases

In order to aid the process of conflict monitoring at run-time a
series of indexed databases were created, including theactive
events indexand therun-time conflict index. Theactive events
indexcontains a series ofeventandstatustuples which repre-
sent a list of run-time events and their current status as either
activeor inactive.

The run-time conflict index, as represented in (14), con-
tains the set of attributes:policy references, initiate event, ac-
tivate event, dismissevent, status; which reflect an indexed
list of current, potential run-time conflicts. The attributepol-
icy referencesindicates which policies will be in conflict, the
initiate eventrefers to the event that will force a conflict from
the status of “inactive” to “pending”. Theactivateeventforces
a conflict from a state of “pending” to a state of “active” con-
flict and finally thedismisseventdissolves the conflict back to
the state of “inactive”. At all times, the attributestatusis either
active, pending or inactive.

run-timeconflict index < policy references, initiate event,

activateevent, dismissevent, status> (14)

In order to explain the usage of the indexed events databases
we will consider thebalancedapproach to conflict resolution

where actual conflict is resolved immediately at compile-time
and potential conflict is deferred until run-time. In this case,
once the conflict profile from the conflict database has been re-
trieved for a set of policies, the potential conflicts between such
policies will be included in therun-time conflict index, describ-
ing which events will initiate, activate and dismiss this conflict.
The advantage of of using such databases, is that when events
are occurring at run-time the index can be checked to deter-
mine which conflicts will be affected by the event. Therefore
the need to examine every combination of active policies and
events at run-time is eliminated.

3.4 How to Resolve Conflict

The process of resolving conflict fundamentally involves ei-
ther retracting and rewriting the conflicting policies or deter-
mining which policy will take precedence in the event that an
actual conflict materialises. Retracting and rewriting policy
involves removing the conflicting policies and attempting to
rewrite them so they no longer produce a conflict state. How-
ever, the process of retracting and rewriting policies is not al-
ways feasible since such action will often interfere with the au-
tonomy of the policy spaces that are responsible for specifying
the behaviour of the entities and actions, with which they are
associated.

3.4.1 Establishing Precedence

A more practical method of resolving conflict is therefore to
identify which policy involved in a conflict situation will take
precedence. In order to address this issue, a discussion regard-
ing the methods that can be used to establish precedence in con-
flict situations and how the established precedence is declared
will follow.

Considering again the balanced approach to conflict resolu-
tion establishing policy precedence will be necessary for every
identified actual conflict and only for the potential conflict that
materialises at run-time. As discussed in Liningtonet al [14],
a number of principles that commonly form the foundation of
legal frameworks in many countries (originally identified in
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den Haan [9]), include the following:lex specialis legi generali
derogat- the specific overrides the general;lex posterior legi
anteriori derogat- new law overides old law; andlex superior
legi inferiori derogat- the higher authority overrides the lower
authority. Such principles are interesting as they can be applied
to the problem of establishing precedence in policy-based
conflict situations. In addition to these principles, we will also
discuss the principles of assigningexplicit weights or priorities
to policies; andnegative/positivepolicy precedence. Each of
these principles will be described in the following sections.

Specific Overrides General

The principle of thespecific overrides the generalhas most
recently been utilised by Larrondo-Petrieet al [13]; where
conflicts between authorisation policies in object-oriented
databases are resolved through calculating thedistancebetween
a policy and the set of managed objects it references. In order
to illustrate this process, consider the role definitions ofaca-
demicstaff andprofessorrepresented in (15) and (16) respec-
tively, which have been assigned the policies of(Pas1) and(Pp1),
as specified in Figure 12 following:

Racademicstaff −→ [ Pas1] (15)

Rprofessor −→ [ Pp1 ] (16)

If it is considered that all entities assigned to the role ofpro-
fessorare also assigned to the general role ofacademicstaff,
then external policy conflict will occur between the policies of
(Pas1) and(Pp1), for every individual assigned to the role ofpro-
fessor. Therefore, in order to resolve the conflict between these
policies using the principle of thespecific overrides the gen-
eral; if an entity (e1) were assigned to the role ofprofessorand

Policy “Pas” {
PolicyName: “Academic Staff - Funding Consulting Projects.”
PolicyType: “F”
Source: StaticRole“Academic Staff”
Action: Action “Assign Funding”
Destination: Artefact “External Consulting Project”
TemporalClassifier: “Falways” }

Policy “Pp” {
PolicyName: “Professor - Funding Consulting Projects.”
PolicyType: “P”
Source: StaticRole“Professor”
Action: Action “Assign Funding”
Destination: Artefact “External Consulting Project”
TemporalClassifier: “Palways” }

Figure 12. Policy (P.as1) and (P.p1).

hence, also to the role ofacademic staff, then the distance be-
tween theacademicstaff policy (Pas1) and the entity (e1) would
be greater than the distance between theprofessor’spolicy (Pp1)

and the entity (e1). Accordingly, the principle ofspecific over-
rides generalwould determine that the policy applying to the
more specific class ofprofessors, (Pp1), will take precedence
over the policy applying to the more general class ofacademic
staff, that is policy(Pas1).

However, while thespecific overrides the generalresolution
method is entirely appropriate in this case, it is not difficult
to discover situations where such a resolution method yields
quite inappropriate results. Consider for example, that the role
definition academicstaff was altered to include a policy that
prohibits academic stafffrom travelling to international con-
ferences between the events Travel Budget Depleted, Travel
Budget Replete and the role definition ofprofessoris altered



to include a policy that permits professors to travel to interna-
tional conferences at all times.

In this case conflict will result for every entity assigned to
the role ofacademicstaff andprofessorwhen the departmen-
tal budget reaches depleted levels. According to the resolution
methodspecific overrides general, the conference travel pol-
icy associated withprofessors, will override the more general
policy associated withacademic staff. This will result in the
undesirable situation ofprofessorsbeing able to continue in-
ternational conference travel when the departmental budget has
reached depletion.

Furthermore, it is also possible to identify situations where
the specific overrides generalresolution method cannot deter-
mine which policy will take precedence in the event of conflict.
Such a situation arises where neither policy in the conflict
situation can be deemed to be more specific than the other.

New Law Overrides Old Law

The principle ofnew law overrides old lawcan also be em-
ployed as a conflict resolution method and involves associating
all policies with a creation date. Therefore, when conflict be-
tween a set of policies arises, the policy with the latest creation
date will take precedence over the the policy with the earlier
creation date.

Similar to thespecific overrides generalresolution method,
the new law overrides old lawprinciple resolves conflict suit-
ably in some cases and inappropriately in others. For example,
if the preceding role definitions ofacademicstaff andlecturer
are considered, as defined in (15) and (16) respectively are
considered, then it is known that policies(Pas1) and (Pp1), as
specified in Figure 12, would be in a state of external policy
conflict for all entities assigned to the roleprofessor, at all
times. Consequently, in order to resolve the conflict between
these policies using the principle ofnew law overrides old law,
the creation dates of both policies would be examined. If it
were the case that the policy associated withprofessors, (Pp1)

had a creation date that was earlier than the creation date of the
policy associated withacademicstaff, (Pas1), then the policy as-
sociated with generalacademicstaff would override the policy
associated withprofessors. Thus, resolution of this particular
conflict would be deemed unsatisfactory, asprofessorsshould
in fact, be able to assign funding to external consulting projects.

Higher Authority Overrides Lower Authority

For the purpose of establishing precedence between conflict-
ing policies, the conflict resolution method based on the princi-
ple ofhigher authority overrides lower authorityis arguably the
most instinctive of the three principles identified in Section 3.2.
Nevertheless, like the preceding principles ofspecific overrides
generaland new law overrides old law, unfortunately, cases
where the principle ofhigher authority overrides lower author-
ity produces inappropriate results, can also be established. Con-
sidering again, the previous role definitions ofacademicstaff
andlecturer, as defined in (15) and (16), if it were the case that
the University’s Vice-Chancellor issued the policy(Pas1) and
the Head of Department (a lower authority) issued policy(Pp1);

then according to the principle ofhigher authority overrides
lower authority, the policy related to generalacademicstaff,
(Pas1) issued by the Vice-Chancellor, would override the pol-
icy assigned toprofessors, (Pp1) by the Head of Department.
Again, such resolution would be undesirable as itis preferred
thatprofessorsbe able to assign funding to external consulting
projects.

Furthermore, it is also understood that in cases where
conflicting policies have been issued by thesame authority,
or where authorities are not in a hierarchical relationship, the
principle ofhigher authority overrides lower authorityis of no
use in resolving the conflict situation.

Assigning Explicit Weights or Priorities to Policies

The principle ofpriority assignment, primarily involves the
assignment of individual weighting or priorities to each speci-
fied policy. These priority values are intended to be used to de-
fine an order of precedence between conflicting policies. While
this approach is quite effective when considered within the
scope of a single policy space, this approach would be excep-
tionally difficult to implement within a large open distributed
environment and in order to illustrate why such difficulty arises,
consider the policy space definitions of thefaculty of engineer-
ing and theschool of computer science, as represented in (17)
and (18) respectively. It can be seen that policy space,faculty
of engineeringhas been assigned the policy(Phod1) and policy
space,school of computer sciencehas been assigned the policy
(Pscholarship1), as specified in Figure 13 following.

PSfaculty of engineering −→
[ ( Ecs hod, Ecs postgraduates, ... Ez ),

( Aapprovescholarship, ... Az ), ( Phod1, ... Pz ) ] (17)

PSschoolof computerscience −→
[ ( Ecs hod, Ecs postgraduates, ... Ez ),

( Aapprovescholarship, ... Az ), ( Pscholarship1, ... Pz ) ] (18)

Policy “Phod” {
PolicyName: “Head of Department - Scholarship Approval.”
PolicyType: “F”
Source: StaticRole“CS Head of Department”
Action: Action “Approve Scholarship”
Destination: DynamicRole“CS Postgraduates”
TemporalClassifier: “Falways” }

Policy “Pscholarship” {
PolicyName: “CS Head of Department - Scholarship Approval.”
PolicyType: “P”
Source: StaticRole“CS Head of Department”
Action: Action “Approve Scholarship”
Destination: DynamicRole“CS Postgraduates”
TemporalClassifier: “Palways” }

Figure 13. Policy (P.hod1) and
(P.scholarship1).



Furthermore, the policies(Phod1) and (Pscholarship1) will be
in a state of conflict with each other at all times. Therefore,
according to the principle ofpriority assignment, the policy as-
signed the greater priority or weight would take precedence in
this conflict situation. The difficulty in using this principle for
large open distributed systems then arises because the authority
of the policy spacefaculty of engineering, may assign the policy
(Phod1) a greater priority or weight than the authority of policy
spacedepartment of computer science, would assign the policy
(Pscholarship1). Thus, ensuring that(Phod1) always overrides pol-
icy (Phod1), which may not be the resolution that either policy
space authority intends. Since policy spaces operate largely au-
tonomously, the assignment of individual policy priorities could
easily result in arbitrary priorities being assigned to policies
and inappropriate precedence orders being determined. Due
to these limitations the principle ofpriority assignmentwould
therefore, only be viable for determining a precedence order
between conflicting policies within asinglepolicy space.

Interestingly, however, the principle ofpriority assignment
has been repeatedly identified in the literature as being an
adequate method for resolving conflict between policies,
including, amongst others, the Multi-Policy Security approach
by Bidan et al [2] and the Temporal Role-Based Access
Control (TRBAC) framework by Bertinoet al [1].

Negative/Positive Policy Precedence

The assumption ofnegative policy precedencerequires that
in conflict states, the negative policy will always take prece-
dence over the positive policy, similarly the principle ofposi-
tive policy precedence, ensures that where a conflict situation
arises, the positive policy will always take precedence over the
negative policy. Consider for example, the previous policies
(Pas1) whereacademic staff are not permitted to assign funding
to external consulting projects, and policy(Pp1) which states
thatprofessors are permitted to assign funding to external con-
sulting projects, as defined in Figure 12. If the conflict between
these policies were to be resolved using thenegative policies
take precedencemethod, then in this case allacademic staff,
including theprofessors, would not be able to assign funding
to external consulting projects, which is not an appropriate out-
come. However, like previously discussed precedence estab-
lishment methods, this method can yield appropriate results in
other circumstances.

The negative/positive policy precedenceprinciple has been
applied for the purposes of conflict resolution between poli-
cies within the Unified Framework for Multiple Access Control
Policies by Jajodiaet al [11].

3.4.2 Establishing Precedence Summary

In view of the fact that the methods for establishing precedence
in conflict situations discussed above have been shown to pro-
duce valid results in some circumstances and invalid results in
others, it is the conclusion of this paper that it isinappropriate
to suggest thatone precedence establishment method is ade-
quate to resolve all conflicts within large open distributed en-
vironments and thatseveralprecedence establishment methods

would need to be employed.
We have further found that it is useful to make an initial de-

termination regarding whether the conflict is contained within a
single policy space, or whether the conflict spans multiple pol-
icy spaces. This is important since if the conflict is wholly con-
tained within a single policy space, the policy space authority
(as defined in Section 2.1), becomes a suitable entity to deter-
mine which precedence establishment method is appropriate for
the conflict in question. Consequently, the policy space author-
ity will be at liberty to impose any method of precedence estab-
lishment it deems appropriate for the actions and entities within
its policy space and may chose a single method for precedence
establishment and apply that to all of the conflicts within its
policy space, or it may chose to determine precedence on an
individual conflict basis.

If however, the policy space authority is constrained by
obligation to another policy space, that is, the conflict spans
more than one policy space then a determination at the
organisational-level as to how to establish precedence in or-
der to resolve the conflict will become appropriate. That is,
an organisation may determine that conflict which spans mul-
tiple policy spaces may be resolved by allowing the policy
space with the most senior policy space authority to override
the policies of the conflicting policy spaces (alternatively, an-
other of the precedence establishment methods described pre-
viously may be chosen). If no authority between policy spaces
can be determined (i.e. neither policy space is senior to the
other) then an appeal to theownerof the resources, or theen-
terprise domain authoritywill be made. Similarly, theenter-
prise domain authorityis at liberty to impose any method of
precedence establishment it deems appropriate for the actions
and entities within its enterprise domain.

In any case, regardless of the method chosen at either the
policy space level or the enterprise domain level, once prece-
dence has been established between conflicting policies, then
this determination must be declared between the policies, so if
the conflict situation arises again, the existing resolution can
be referred to and the conflict automatically resolved. It will
not be necessary to go through the process of determining an
appropriate resolution again.

4 Prototype

The work undertaken on this thesis has incorporated the de-
velopment of a prototype to demonstrate how dynamic con-
flict is detected, monitored and resolved [5]. The Java-based
implementation (of approximately 160,000 lines of code) uses
the Object Management Group’s Meta-Object Facility (MOF)
[18] to manage meta-information, and in this case, to store the
policy-based information model. Instances of the policy model
are parsed and stored using and implementation of the Human-
Usable Textual Notation (HUTN) [22].

By simulating the application of policies over a sequence of
run-time events, the prototype has demonstrated that:

• thealgorithmsdeveloped for managing conflict detection
and resolutionbehave correctly.



• the algorithms for detecting and resolving conflict are
computationally feasible.

• both thepolicy model and the policy languagedeveloped,
aresufficientto address the challenges of conflict detection
and resolution.

Furthermore, the implementation of a prototype system pro-
vided valuable experience in experimenting with different ap-
proaches for managing consistency in policy-based manage-
ment systems, which proved to be very useful in refining the
final algorithms for conflict detection and resolution. This im-
plementation has demonstrated that, through using the meth-
ods established in this paper for the specification and man-
agement of policy-based conflict detection and resolution, that
policy-based management systems are technically-feasible in
large open distributed environments.

5 Conclusion and Further Work

The primary goal of our work has been to ensure that the
consistencyof policy-based management systems is maintained
despite the evolution of organisational policies, roles etc. The
background to our current work on conflict resolution was pre-
sented which included a brief description of both our policy
model and the methods employed for conflict detection. Our
current work regarding conflict resolution was the focus of this
paper and our methods for both conflict detection and resolu-
tion have been tested through the development of a prototype
implementation.

We discovered while developing methods for conflict resolu-
tion thatseveraltechniques are necessary in order to deal with
the varied range of policy-based conflicts and the suitability of
each technique is dependent on the type of conflict it is attempt-
ing to resolve. We have found that because conflict occurs not
only within the scope of a single policy space, but also across
organisational boundaries, that it becomes imperative to under-
stand the nature of the relationships that exist between policy
spaces and enterprise domains (for example, senior/dependent,
co-operating, independent) [6]. Furthermore, we have found
that representing authorities within our policy model has been
key to resolving conflict between multiple domains.

A number of areas of possible future work have been iden-
tified at the conclusion of this paper, including the examination
of a broader range of deontic normative notions (e.g.interdic-
tions, liberties, rights, power, prima facie obligations), for the
specification of policy types. Given that further policy types
were defined it would then be necessary to examine the subse-
quentconflict typesthat result. Furthermore, the area ofpolicy
refinementneed further work as policies are considered to exist
at many different levels of abstraction and the transformation
process from high-level policy to low-level implementable has
remained a largely unresolved problem.
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