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Abstract

A practical methodology for compilation of trustworthy real-time pro-
grams is introduced. It combines new program development and timing
analysis techniques with traditional compilation and assembly technolo-
gies.
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1 Introduction

High-integrity real-time programs must always meet all their ‘hard’ deadlines.
Real-time code must exhibit not only correct functional behaviour, but pre-
dictable timing behaviour as well. Programming real-time systems in a high-
level language is difficult because it is the machine code generated by the com-
piler and assembler, not the high-level source program, that ultimately deter-
mines timing correctness. Contemporary compilers make no attempt to gener-
ate code with predictable timing characteristics [30, 28], undermining their value
for real-time applications. Consequently, safety-critical real-time programs are
typically written directly in assembler language, forsaking the well-established
productivity benefits of high-level language programming.

The Topaz project is currently applying formal methods to compilation of
trustworthy real-time programs. Topaz comprises

1. a real-time refinement theory for formally modelling translation of high-
level programming language ‘specifications’ to time-verified machine code
‘implementations’, and

2. a practical methodology for instantiating this theory in existing, or
planned, programming environments.
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In this article we introduce the second of these two aspects, the Topaz method-
ology, and illustrate it with a small example. (The data refinement formalism
for Topaz is being developed as an extension of the authors’ previous work on
real-time refinement methods, and will be the subject of a forthcoming report.)

Key features of the methodology are

• a minimal extension to the high-level language for expressing real-time
requirements [10],

• separation of timing analysis and functional code development, allowing
substantial reuse of existing software,

• the ability to provide precise feedback to high-level language programmers
as to which timing requirements are unsatisfiable,

• identification of simple, ‘straight-line’ timing constraints [10], that poten-
tially allow more accurate timing prediction [21] than previous methods,
and

• potential for optimising or re-organising generated object code in order to
satisfy the programmer’s timing requirements.

2 Enabling technologies

The Topaz methodology is made possible by two recent developments in real-
time software engineering.

2.1 Real-time coercions

Hayes and Utting recently proposed a simple form of compiler directive for ex-
pressing timing requirements in non-preemptible high-level language code seg-
ments, the real-time coercion [10]. For some time-valued expression E , this
takes the form

beforeE

and places an upper bound of E on the absolute time at which this program
statement may be reached. Satisfaction of this requirement must be proven at
compile time.

When added to a programming language such as Ada 95 [14], which al-
ready implements a delay until statement for expressing lower absolute timing
bounds, the before coercion gives us a programming language in which blocks
of code can be bracketed by precise timing constraints.

Although numerous experimental programming languages with first-class
timing annotations have been proposed previously [32, 6, 17, 18, 31, 7, 5] none
has become widely accepted. The simple addition of the before directive to
an existing language has a greater chance of industrial uptake than an entirely
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new language. More importantly, the before directive can be generated as a
product of stepwise program refinement [10], thus supporting formal real-time
program development.

2.2 Accurate RISC code timing prediction

RISC architectures, such as Stanford’s MIPS [29], are proving popular for
real-time applications because of their speed [34]. Paradoxically, however,
their performance-enhancing features such as instruction pipelines and mem-
ory caching inhibit precise timing predictability [30, 28] because they make the
time taken to execute each instruction dependent on its context.

Nevertheless, Lim et al [21] recently proposed a highly accurate timing pre-
diction method for machine code programs written for RISC architectures. They
showed that good timing predictions can be made for ‘straight-line’ instruction
sequences by taking their context into account using worst-case timing abstrac-
tion matrices for each instruction which indicate those pipeline stages used by
that instruction at each cycle. Sequential composition of these matrices allows
them to overlap, as long as there is no conflict for access to a pipeline stage.
This overlapping yields much less pessimistic timing estimates than previous ap-
proaches [27, 3, 23, 16, 24]. In particular, their predictions become better over
longer instruction sequences, where more contextual information is available. A
similar approach is then proposed to model access to cache blocks [21].

Furthermore, tools are becoming available that allow the timing behaviour of
RISC code to be predicted. In particular, the SPIM S20 simulator runs assembly
language programs for the MIPS R2000 and R3000 architectures [20, 19]. Its
latest versions also simulate data and instruction caching overheads including
the effects of pipelining [26], so it can be used to accurately predict the timing
behaviour of machine code sequences.

3 The Topaz methodology

The Topaz methodology extends traditional high-level language (HLL) program
compilation by capitalising on the above developments. A number of distinct
instantiations of the methodology are possible, depending on how much effort
is expended in changing existing software. In this section we describe the basic
strategy and a number of alternative instantiations. Section 4 gives a detailed
example illustrating the major steps.

3.1 Basic strategy

Figure 1 gives an overview of the Topaz approach. The program development ,
compilation and assembly phases are extensions of their traditional (untimed)
counterparts. The timing path analysis and timing verification phases are new.
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Figure 1: Overview of the Topaz real-time compilation strategy.

Program development The Topaz methodology begins with a high-level lan-
guage program annotated with real-time compiler directives, such as
delay until and before statements. This program could be written ‘man-
ually’, or formally developed by stepwise refinement from a real-time spec-
ification [10].

Timing path analysis The timing path analysis phase simplifies the program-
mer’s timing directives and checks them for correctness [9]. Complex
timing expressions are simplified through analysis of the control paths in
the program to produce worst-case execution time (WCET) constraints
on straight-line (single-entry/single-exit point [1]) code segments for later
verification [10].

Compilation The high-level language program is compiled to functionally-
correct assembler code. In addition to the usual compilation process, the
compiler must (at least) decorate the generated assembler code with mark-
ers identifying those timing points in the program denoted as significant
by the programmer’s timing directives.
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Figure 2: Possible feedback loops in the Topaz strategy.

Assembly The mnemonic assembler code is then assembled to produce exe-
cutable machine code bytes. In addition to the usual assembly process,
the assembler must make a record of the addresses associated with the
significant timing points in the program.

Timing verification Timing prediction techniques [21] are used to check cor-
rectness of the timing path constraints on the timing points in the final
machine code. This is done against a timing model of the particular target
architecture.

Programs successfully passing through all these phases will have functional and
real-time behaviour that respects the programmer’s original intention.

3.2 Feedback

In practice, of course, programming errors introduce a need for feedback loops
into the methodology, as shown in Figure 2. Exactly which of these feedback
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paths is implemented depends on the degree to which existing software, espe-
cially the compiler, can be customised for real-time applications. In this section
we describe several possible instantiations of the Topaz methodology.

Firstly, some forms of feedback are common to all instantiations of the Topaz
methodology.

Static errors Conventional (non-real-time) programming mistakes, such as
syntactic and static-semantics errors, are fed back to the programmer as
usual, as shown by the two dotted arrows on the left of Figure 2.

The timing path analysis phase also examines the programmer’s timing
directives for syntactic correctness and reports ill-formed or nonsensical
timing requirements back to the programmer as shown by the dotted arrow
on the right. This may involve certain static checks, such as identifying
timing requirements that are unsatisfiable by any implementation, e.g.,
those that require time to go backwards.

The remaining feedback loops differ depending on the compiler’s ability to
identify and respond to timing directives.

Off-the-shelf compiler The base case is when as few changes as possible are
made to an existing compiler (and assembler). The minimum requirement
to support the Topaz methodology is that the compiler is enhanced to
mark timing points, corresponding to the HLL timing directives, in the
generated code. Other than this the compiler ignores the new timing
directives. In this scenario all timing errors must be detected by the timing
verification phase and reported back to the programmer, as shown by the
dashed arrow on the right of Figure 2. The programmer may then modify
and recompile the HLL program, or may try recompiling it with different
compiler options set. (In real-time applications it is sometimes better to
turn compiler optimisations off to achieve greater timing predictability!)

Compiler that optimises timing paths A more powerful approach is to use
a compiler that responds to the constraints identified by timing path anal-
ysis (horizontal dashed arrow in Figure 2). A naive way of doing this is
to merely attempt to shorten or lengthen paths in the generated code
depending on the relative ‘tightness’ of their constraints, e.g., by moving
code into, or out of, loop bodies, etc. Furthermore, a compiler with this ca-
pability could allow failures detected during the timing verification phase
to be returned directly to the compiler, as unsatisfied path constraints, so
that an alternative compilation strategy can be tried.

Compiler that performs timing analysis An ideal compiler would be one
that itself recognises and analyses the programmer’s timing directives, un-
dertakes timing verification of the assembler code as it is generated, and
alters its compilation strategy if it predicts that the code will not achieve
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|[ var size : nat;
msg : array(0 . . (size − 1)) of char;
out : char •

...
A: {now + early 6 start};

|[ varn : nat •
n := 0;
do n 6= size→

out := msg(n);
B : before start + chsep ∗ n;
C : delay until start + chsep ∗ n + chdef ;

n := n + 1
od

]| ;
D : before start + chsep ∗ size

]|

Figure 3: High-level language program annotated with timing directives [10].

the programmer’s timing requirements. In this case the only timing errors
likely to remain undetected until the timing verification phase are those
introduced by factors not known at compilation time, such as assembler
instructions that generate several machine code instructions [15], or ad-
ditional timing overheads introduced by caching [21]. These remaining
errors can be fed back to the compiler or programmer as appropriate.

The first of these scenarios, and perhaps the second, could be supported by
modifying an existing compiler. The extensive timing requirements of the third,
however, would likely require development of an entirely new compiler.

4 Example

In this section we illustrate key aspects of the Topaz methodology using a small
example. It is based on the “transmitter” program developed by Hayes and
Utting [10]. The program is intended to transmit a message, consisting of a
sequence of characters, via a memory-mapped input/output location. Charac-
ters are transmitted periodically and each character must remain stable, i.e.,
reliably readable, for a fixed minimum time.
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Figure 4: Acceptable timing behaviour of the transmitter program.

4.1 Program development

Figure 3 shows the time-annotated HLL program fragment for our transmitter
case study, in guarded command language notation. Hayes and Utting explain
in detail how this program can be formally developed using stepwise refine-
ment [10].

Its functional behaviour is straightforward. It assumes the existence of an
array msg , of length size, containing the message to be transmitted. Special
variable out is a memory-mapped output location. The program fragment of
interest, between labels A and D , simply writes each character in msg to out ,
using local variable n to count iterations.

The required timing behaviour is expressed through the directives labelled
A, B , C and D . Figure 4 illustrates the desired timing behaviour for a four
character message. Solid intervals in the top time line denote periods during
which each character must be stably defined. Labels A to D in the second time
line show when the program in Figure 3 passes each of its marked timing points.

Statement A is an assumption [22] that we may expect to be true when this
program segment starts executing. Let start be the absolute time at which the
first character must be transmitted, and early be the minimum duration before
start at which the program fragment begins. Statement A tells us that initially
the current time, denoted by imaginary specification variable now, is expected
to be at least early time units before start . No executable code is generated for
assumptions [22], but we may use them when analysing the program.

Directive B is a real-time coercion [10], specifying the first significant tim-
ing requirement. Let duration chsep be the required separation of characters
transmitted. The coercion occurs immediately after transmission of the nth

character, and tells us that we must reach this point no later than n times
chsep units from time start . This defines the initial availability of the nth out-
put character, since it constrains the preceding assignment statement to finish
before this time.

Statement C is a conventional delay until statement of the form found in
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a programming language like Ada 95. Let chdef be the minimum duration for
which each output character must be stably defined. The delay statement tells
us that we may pass this point no earlier than n times chsep plus chdef units
from time start . This defines the final availability of the nth output character,
since it prevents the program from performing any further actions, including
those that may change out , until after this time.

Finally, statement D is another coercion, this time placing an overall timing
constraint on the whole code segment to finish within a time proportional to
the number of characters in msg from start .

4.2 Timing path analysis

Hayes and Utting explained how the timing constraints expressed in Figure 3
can be simplified using control path analysis [10]. All control paths between
significant pairs of timing directives can be statically identified, and an overall
worst-case execution time constraint for each such path defined. This reduces
the timing requirements to simple execution time bounds on ‘straight-line’ code
segments, thus greatly simplifying the later timing verification requirement.

Grundon then explored this concept further, and demonstrated its feasibility
via a prototype path identification and simplification tool [9]. The tool recur-
sively follows all control flow paths backwards from significant timing directives
to find a preceding timing statement that can be used as the starting point for
the path. Since variables appearing in the timing directives may be updated by
the statements in the path, the tool retains information about updates made to
these variables. The end-to-end timing constraint for each path is then simpli-
fied arithmetically.

For the example in Figure 3 Hayes and Utting identify the following worst-
case execution time constraints.

WCET (A;D) = early
WCET (A;B) = early
WCET (C;B) = chsep − chdef
WCET (C;D) = chsep − chdef

Calculation of these values is straightforward for this example, and can be
confirmed by inspection, by substituting appropriate values for n and size. Path
A;D is that followed when the loop is not entered at all, i.e., when size is 0.
In this case the expression at point D simplifies to ‘start ’, so the time available
to get from A to D may be as low as ‘early ’.

Path A;B is the time taken to transmit the first character, including the
loop initialisation activities. In this case n is 0 at point B , so again as few as
early time units may be available to reach this point from A.

Path C;B is the time taken to iterate, after the end of the stable period
for the nth character at time start + chsep ∗ n + chdef , up to the beginning
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of the stable period for the (n + 1)th character, and includes the time required
to evaluate the (true) loop guard. In this case n is incremented in going from
C to B , so ‘n + 1’ must be substituted for ‘n’ in the expression at point B .
Simplification then yields the overall constraint shown above.

Path C;D is the time required to exit the program after the last character
has been transmitted at time start + chsep ∗ (size − 1) + chdef , and includes
the overhead of evaluating the (false) guard for the last time. In this case it is
known at point C that n equals size−1, and again the arithmetic simplification
is straightforward.

The final machine code program must be proven to satisfy these worst-case
path constraints. However, it is not necessary to check the timing behaviour
of ‘best-case’ paths, such as B;C , because their correctness is guaranteed by
correct implementation of the delay until statement.

4.3 Compilation

Figure 5 shows a MIPS R3000 [15, 29] assembler code program developed from
the HLL program in Figure 3. Here size and msg are symbolic constants rep-
resenting local addresses for these variables; test , delay and end are symbolic
instruction addresses; chsep and dt are compile-time constants, where dt equals
start + chdef ; and clock and out are hardware-dependent global addresses used
to read the current absolute time and write to the output location, respectively
(we assume an on-board synchronous clock that can be read with a normal load
instruction [1], and a memory-mapped output location). Variables $t1 to $t6
are symbolic register names [15, 29]. (This assembler program is deliberately
inefficient; we will optimise it in Section 4.6.)

Points in the code corresponding to the labelled timing directives in Fig-
ure 3 are prominently marked. A, B and D mark the points where upper
timing bounds occurred. No code is generated for these constructs. Timing
correctness of the before directives must be verified, but it is not helpful to
generate instructions in an attempt to reach a point earlier ! Cα and Cω mark
the beginning and end of the delay until statement, respectively. The compiler
generates several instructions to implement the lower timing bound required by
HLL statement C . Since this statement is no longer atomic we separately mark
both its beginning and end.

The functional code appears in paths A;B and Cω;D , and can be seen
to mirror the HLL program closely. Between point A and label test , variables
size and n are loaded into registers. The branch instruction at test implements
the do loop guard, exiting the loop if the guard is false. The following instruc-
tions implement the first assignment statement in the loop body, storing the
value of msg(n) into location out . The instruction immediately following point
Cω implements the second assignment statement, incrementing counter n. An
unconditional branch follows this to return to the loop guard.

Due to the way instructions overlap in a RISC pipeline, care must be taken
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A
lb $t1, size t1 := size (length of msg)
li $t2, 0 t2 := 0 (loop counter n)

test : beq $t2, $t1, end exit if n equals size
nop branch delay slot

lb $t3,msg + 0($t2) t3 := msg(n)
nop load delay slot
sb $t3, out output location := msg(n)

B
Cα

lb $t4, chsep t4 := constant chsep
mult $t4, $t2 start calculating n ∗ chsep

lb $t5, dt t5 := first delay time (start + chdef )
mflo $t4 t4 := n ∗ chsep
add $t5, $t5, $t4 t5 := start + chdef + chsep ∗ n

delay : lb $t6, clock t6 := current time
nop load delay slot
sub $t6, $t5, $t6 t6 := delay time − current time

bgtz $t6, delay busy wait if current time < delay time
nop branch delay slot

Cω

add $t2, $t2, 1 increment n
j test goto loop test

nop jump delay slot
D

end : · · ·

Figure 5: MIPS R3000 assembler code for the high-level language program in
Figure 3.

with instructions that have effects lasting more than one cycle [15]. For instance,
the instruction following a branch is always executed, whether the branch is
taken or not, so it is sometimes necessary to introduce a ‘no-op’ after a branch
if no useful instruction can be found to fill this slot. This is done for the jump
at the end of Figure 5. Similarly, the result of loads from memory may not be
immediately available, so if we want to immediately use such a memory value, a
following no-op may be needed to delay the program until the load is completed.
In Figure 5 this is done after the instruction that loads the nth msg character
into register $t3. (A MIPS assembler can optionally be configured to insert
these delays itself [20], but we have chosen to make them explicit here.)

The instructions between points Cα and Cω implement the delay until
statement. Initially they calculate the value of expression start + chsep ∗ n +
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chdef , i.e., the absolute time at which the delay ends. Note that multiplication
in the MIPS R3000 architecture uses a separate floating point unit and may
take several cycles, therefore possibly delaying the pipeline until the result is
available [15, 29]. In Figure 5 this idle time has been partially filled by a ‘load
byte’ appearing between the ‘multiply’ and subsequent ‘move from lo register’
instructions. Following this there is a tight loop, labelled delay , in which the
current time is read and compared with the end delay time. The loop exits
when the current time exceeds the delay time.

4.4 Assembly

Figure 6 shows binary machine code generated for our program by the SPIM
assembler [20, 19, 26]. The first column contains instruction addresses, and the
second the executable instructions themselves. A mnemonic version is shown
on the right.

Symbolic constants, addresses and register names have been substituted with
particular values. More significantly, however, some assembler instructions have
generated several machine code instructions. For instance, the first assembler
‘load byte’ from Figure 5 puts the value of local variable size in register ‘$t1’.
The equivalent machine code consists of two instructions: firstly, a ‘load upper
immediate’ stores data area base pointer 4097 in machine register number 1;
secondly, a machine-level load byte instruction stores the contents of memory
location 4097 plus offset 5 in register number 9 (the register number corre-
sponding to name ‘$t1’ [15, 29]). Even worse, the fifth assembler instruction
from Figure 5, which loads the nth msg character into register $t3, generates
three machine-level instructions, a ‘load upper immediate’, ‘add unsigned’ and
‘load byte’ (sixth, seventh and eighth instructions in Figure 6)! It is for this
reason that we perform timing verification on the final machine code program.

To support the timing verification phase some way of associating timing
points with particular instructions is still needed. Since we cannot leave ‘com-
ments’ in binary machine code, the assembler must generate a table associating
timing point A with address 0x00400020, point B with address 0x00400048,
and so on. (In Figure 6 we have merely indicated the timing points in the
mnemonic translation.)

4.5 Timing verification

The timing verification phase checks the timing behaviour of machine code paths
against the timing constraints derived from the HLL timing directives. For the
purposes of this paper we used the SPIM S20 simulator [20, 19, 26] to verify the
timing behaviour of the machine code program in Figure 6.

For clarity below, assume there are no caching overheads (although the SPIM
tool is capable of simulating such overheads [26]). We can then treat most
machine code instructions in Figure 6, with the exception of the ‘multiply’,
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A
[0x00400020] 0x3c011001 lui $1, 4097
[0x00400024] 0x80290005 lb $9, 5($1)
[0x00400028] 0x340a0000 ori $10, $0, 0
[0x0040002c] 0x11490015 beq $10, $9, 84
[0x00400030] 0x00000025 or $0, $0, $0
[0x00400034] 0x3c011001 lui $1, 4097
[0x00400038] 0x002a0821 addu $1, $1, $10
[0x0040003c] 0x802b0000 lb $11, 0($1)
[0x00400040] 0x00000025 nop
[0x00400044] 0xa38b8000 sb $11,−32768($28)

B
Cα

[0x00400048] 0x3c011001 lui $1, 4097
[0x0040004c] 0x802c0007 lb $12, 7($1)
[0x00400050] 0x018a0018 mult $12, $10
[0x00400054] 0x3c011001 lui $1, 4097
[0x00400058] 0x802d0006 lb $13, 6($1)
[0x0040005c] 0x00006012 mflo $12
[0x00400060] 0x01ac6820 add $13, $13, $12
[0x00400064] 0x838e8001 lb $14,−32767($28)
[0x00400068] 0x00000025 or $0, $0, $0
[0x0040006c] 0x01ae7022 sub $14, $13, $14
[0x00400070] 0x1dc0fffc bgtz $14,−16
[0x00400074] 0x00000025 or $0, $0, $0

Cω

[0x00400078] 0x214a0001 addi $10, $10, 1
[0x0040007c] 0x0810000b j 0x0040002c
[0x00400080] 0x00000025 or $0, $0, $0

D
[0x00400084] · · ·

Figure 6: MIPS R3000 machine code for the assembler program in Figure 5.

as taking exactly one cycle. (The goal of RISC design has been to achieve an
execution rate of one instruction per machine cycle.) It is then merely necessary
to count all instructions a path contains. Let numi be the number of instructions
for each path in Figure 6.

numi(A;D) = 5
numi(A;B) = 10

numi(Cω;B) = 10

13



numi(Cω;D) = 5

(Keep in mind that we must consider control flow when counting instructions,
so, for example, path Cω;D includes the jump to test and back.)

We must then compare the number of instructions in each machine-level
path with the WCET timing constraints calculated during the HLL timing
analysis phase (Section 4.2). This tells us that we must satisfy the following four
equations. Let constant t be the elapsed ‘real’ time per instruction, calculated
as the number of cycles per instruction times the machine-specific elapsed time
per processor cycle [15]. The ‘lateness’ value is explained below.

numi(A;D) ∗ t 6 early
numi(A;B) ∗ t 6 early

(numi(Cω;B) + lateness(C )) ∗ t 6 chsep − chdef (1)
(numi(Cω;D) + lateness(C )) ∗ t 6 chsep − chdef

As mentioned in Section 4.2, we are not required to prove any timing prop-
erties of path B;Cα, which ends with a delay until statement. (Provided,
of course, that we trust the compiler’s implementation of this HLL construct!)
Nevertheless, the possible ‘lateness’ of this path must be considered in analysing
the following paths C;B and C;D . This is because any practical implemen-
tation of the HLL statement

delay untilE

cannot guarantee to finish at exactly time E , but will typically overrun E by
some, hopefully short, time e [14]. This means that we cannot use ‘E ’ as the
starting time of the following path(s), but must consider that the delay until
may finish as late as ‘E + e’.

Thus lateness above represents the number of instructions by which a path
ending in a delay until statement may exceed its specified finishing time. For
the implementation of statement C above we can calculate this as follows. There
are two distinct cases, depending on the value of programmer-supplied constant
chdef .

Firstly, if chdef is very small, then the delay time may pass while we are
still executing the first few instructions following point Cα. In the worst case
every instruction executed between Cα and Cω contributes to an overrun.

latenesspassed = 21−
⌊
chdef

t

⌋

It takes 21 cycles to get from Cα to Cω when the ‘delay ’ loop in Figure 5 does
not iterate. (The multiplication instruction delays the processor for 11 cycles,
excluding the initial ‘multiply’ and final ‘move from lo’ instructions.) However,
we subtract the number of whole processor cycles that can be completed before
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duration chdef expires, because these do not contribute to lateness. (Remember
that chdef is expressed in units of ‘real’ time, rather than processor cycles, so
we must divide it by the time-per-cycle t to get the number of instructions it
encompasses.)

Secondly, when chdef is large, the delay until implementation in Figure 5
may overrun by going around the ‘delay ’ loop too often. The worst case is where
the delay period expires fractionally after reading the time from the hardware
clock. In this situation it may take up to two entire iterations beyond the desired
finishing time to reach point Cω.

latenessloops = 10

Thus, in the general case, where the actual value of chdef is not known to
us, the most we can say about lateness is as follows.

lateness(C ) = max{latenesspassed , latenessloops}
Putting all these calculations together yields the following necessary inequal-

ities.

10 ∗ t 6 early
20 ∗ t 6 chsep − chdef (2)
31 ∗ t 6 chsep

If the programmer-supplied values for durations early , chsep and chdef , together
with the machine-specific constant t , satisfy these equations then the program
in Figure 6 can be considered to conform with the programmer’s specified timing
requirements.

4.6 Feedback

Section 3.2 outlined several ways in which timing feedback may affect code
generation. Here we illustrate one way in which this might happen. Consider
the situation where the programmer specifies the following durations for the
constants in Figure 3. For simplicity, let t be 1 so that time units equal processor
cycles.

early = 40
chsep = 59
chdef = 41

It is now clear that the machine code program in Figure 6 cannot satisfy the
timing inequalities shown at the end of Section 4.5. It will fail the timing
verification phase because inequality (2) does not hold.

20 66 59− 41
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In particular, we can determine that it is path C;B that contains the timing
error! The lateness figure for the delay until statement is as follows.

latenesspassed = −20
latenessloops = 10
lateness(C ) = 10

(The negative value for latenesspassed tells us that this scenario never occurs,
because chdef is sufficiently large. An idle wait must be introduced in this case.)
This then tells us that the only WCET constraint not satisfied is inequality (1)
from Section 4.5, which defines the requirement for path C;B .

10 + 10 66 59− 41

This information, precisely identifying which part of the HLL program has a
timing requirement that cannot be satisfied by the generated machine code,
can be fed back to the programmer, or a suitably enhanced compiler, to take
corrective action.

The program in Figure 7 offers an alternative compilation of the program in
Figure 3 that attempts to solve this problem. The program contains a number
of optimisations [15] using the following principles.

Different control flow This compilation strategy places the do loop test after
the loop body. Although this requires an extra jump instruction before the
first time the guard is evaluated, it saves the need for a jump instruction
back to the top of the loop at every iteration.

Loop optimisation Instructions for loading values that remain constant dur-
ing the lifetime of a loop can be moved outside the loop body. In Figure 7
this is done for compile-time constants chsep and dt .

Replacing slow operations with faster ones Sometimes instructions that
delay the pipeline for several cycles can be replaced. The multiplication
instruction in Figure 5 is effectively replaced in Figure 7 by the addition
immediately before label Cω.

Pipeline scheduling Ideally a compiler for a RISC architecture will attempt
to fill delay slots with useful, or at least harmless, instructions. In Figure 7
the branch instruction labelled test performs a useful addition in its delay
slot. (When the loop exits this instruction is performed redundantly, but
this is harmless as long as the following code does not make any use of
the value in register $t5.)

Passing instructions over time labels In some circumstances the compiler
has freedom to move instructions ‘over’ timing markers in order to improve
the timing behaviour of certain paths. In particular, instructions other
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A
la $t0,msg t0 := msg base address
lb $t1, size t1 := size (length of msg)
li $t2, 0 t2 := 0 (loop counter n)
lb $t3, dt t3 := first delay time (start + chdef )
lb $t4, chsep t4 := constant chsep
j test goto loop test

nop jump delay slot
body : lb $t6, ($t5) t6 := msg(n)

nop load delay slot
sb $t6, out output location := msg(n)

B
Cα

delay : lb $t7, clock t7 := current time
nop load delay slot
sub $t7, $t3, $t7 t7 := delay time − current time

bgtz $t7, delay busy wait if current time < delay time
nop branch delay slot
add $t3, $t3, $t4 next delay time := delay time + chsep

Cω

add $t2, $t2, 1 increment n
test : bne $t1, $t2, body goto loop body if n 6= size

add $t5, $t2, $t0 address of msg(n) := msg base + n
D

Figure 7: Optimised MIPS R3000 assembler code for the high-level program in
Figure 3.

than branches, input/output instructions [8, 5], timer accesses, or any
other instruction that has externally observable effects, can usually be
safely moved. In Figure 7 the instructions that load constants dt and
chsep are examples of this. Although they ‘belong’ to path Cα;Cω, since
they support implementation of the delay until statement, they can be
harmlessly moved into path A;B because their effect is not observable
outside this code segment.

Figure 8 shows the assembled machine code for this optimised assembler
program. Redoing the timing verification phase on this code then yields the
following instruction counts.

numi(A;D) = 12
numi(A;B) = 15
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A
[0x00400020] 0x3c081001 lui $8, 4097
[0x00400024] 0x3c011001 lui $1, 4097
[0x00400028] 0x80290005 lb $9, 5($1)
[0x0040002c] 0x340a0000 ori $10, $0, 0
[0x00400030] 0x3c011001 lui $1, 4097
[0x00400034] 0x802b0006 lb $11, 6($1)
[0x00400038] 0x3c011001 lui $1, 4097
[0x0040003c] 0x802c0007 lb $12, 7($1)
[0x00400040] 0x0810001c j 0x00400070
[0x00400044] 0x00000025 or $0, $0, $0
[0x00400048] 0x81ae0000 lb $14, 0($13)
[0x0040004c] 0x00000025 or $0, $0, $0
[0x00400050] 0xa38e8000 sb $14,−32768($28)

B
Cα

[0x00400054] 0x838f8001 lb $15,−32767($28)
[0x00400058] 0x00000025 or $0, $0, $0
[0x0040005c] 0x016f7822 sub $15, $11, $15
[0x00400060] 0x1de0fffd bgtz $15,−12
[0x00400064] 0x00000025 or $0, $0, $0
[0x00400068] 0x016c5820 add $11, $11, $12

Cω

[0x0040006c] 0x214a0001 addi $10, $10, 1
[0x00400070] 0x152afff6 bne $9, $10,−40
[0x00400074] 0x01486820 add $13, $10, $8

D

Figure 8: MIPS R3000 machine code for the assembler program in Figure 7.

numi(Cω;B) = 6
numi(Cω;D) = 3

The possible overrun of the delay until implementation is, in fact, slightly
increased, due to the additional add instruction following the delay loop.

lateness(C ) = 11

Nevertheless, the overall timing behaviour of path C;B is improved due to the
reduced number of instructions. Inequality (1) from Section 4.5 is now satisfied.

6 + 11 6 59− 41
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Repeating the calculations for other paths reveals that they too still have
correct timing behaviour. All the inequalities in Section 4.5 are now true, and
we can finally conclude that the machine code does indeed satisfy the high-level
language programmer’s original timing requirements!

5 Related work

A number of recent projects have sought to formalise compilation of real-time
programs in order to improve their trustworthiness.

In particular, the European ProCoS project aimed to “establish an accept-
ably high degree of confidence in compilers” by formally specifying and verifying
a simple compiler [11, 12, 5]. A companion project, safemos, had similar aims
but used a different formalism for modelling [2]. Significantly, the complexity
of the task led the safemos team to conclude that “it seems unlikely that a pro-
duction compiler will ever be completely verified” [2, p.146]. It is for this reason
that the Topaz methodology emphasises reuse of existing, trusted tools.

TCEL is an experimental language for expressing time-constrained pro-
grams [13, 7, 8]. It has an associated compilation strategy that allows rear-
rangement of unobservable code segments in order to achieve timing correctness
of observable outputs, a feature entirely compatible with the Topaz approach.

The well-established MARS model uses a fully integrated programming en-
vironment for construction of real-time systems, including a programming lan-
guage, development tools, compiler, timing analyser and hardware [24, 25]. The
compiler creates a timing graph that acts as a common data structure used to
communicate between tools. By relying on timing constraints being reduced to
simple straight-line paths, Topaz instead uses the annotated assembler code in
this role.

6 Conclusion

The Topaz methodology for development of verified real-time machine code in-
tegrates recent advances in real-time programming formalisms into traditional
compiler technology. Feasibility of the approach was demonstrated via a de-
tailed example, supported using existing tools [9, 20]. Nevertheless, much work
remains in developing formalisms and tools specifically for the Topaz method-
ology.

Elsewhere we have shown how abstract real-time specifications can be for-
mally refined to multi-tasking programs [4], and then to sequential real-time
program code [10, 33]. That work, coupled with the Topaz methodology de-
scribed herein, will give us a complete development path from abstract real-time
specifications, through multi-tasking HLL programs, to time-verified machine
code.
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